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Abstract. Employee compliance with Information Security Policies (ISPs)
depends on communicating clear and comprehensible content. However, existing
research has shown that many ISPs are of poor communicative quality. Large
Language Models (LLMs) could enhance ISPs if fine-tuned on high-quality data,
but to do such fine-tuning requires a conceptual model for classifying the data
and evaluating the resulting text. Therefore, as a step in this direction, the aim of
this article is to develop a conceptual model of ISPs using Speech Act Theory as
a theoretical lens to enable assessments of the communicative quality of ISPs.
We used conceptual modeling and document analysis to develop the model based
on 600 ISP statements from ten British National Health Service ISPs. We used
selected parts from the SEQUAL framework to evaluate the model. The
evaluation pointed to potential areas for improving the model’s semantic,
empirical, physical, and deontic qualities. By incorporating these improvements,
the final class diagram contains 21 classes, six of which address ISP statement
quality as speech acts.

Keywords: Information Security Policy, Cybersecurity Policy, Speech Act,
Large Language Model.

1 Introduction

Organizations today face a wide range of information security risks from both internal and external
sources, potentially leading to security breaches. Such breaches can severely impact an
organization’s reputation and finances [ 1] while also harming individuals [2], for instance, through
leaked personal data on the Darknet. As a result, information security — the safeguarding of an
organization’s information assets [3] — is essential for maintaining trust and stability.
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Organizations can implement controls, i.e., measures addressing risks [4], within their business
processes to strengthen information security. However, despite advancements in technical
controls, they alone cannot guarantee information security. Both industry reports [5], [6] and
research [7] show the critical role of human behavior. Employees with access to sensitive data can
pose risks through intentional leaks, accidental disclosures, or actions enabling external threats,
such as clicking on malicious links. For over three decades, human behavior has been a top
information security threat [8], [9]. To mitigate this, organizations implement Information Security
Policies (ISPs).

An ISP is commonly understood to be a “direction-driven document” that protects an
organization’s information assets [10]. The term ISP is used with differing meanings in the
literature [11], and ISPs are typically structured across three levels [12], [13], [14]. At the highest
level, strategic ISPs articulate top management’s overall vision, scope, and guiding principles for
the organization’s information security efforts [15]. At the middle level, operational ISPs specify
the procedures and rules that employees are expected to follow every day [16]. At the lowest level,
technical ISPs address the security architecture and technical controls of information systems [14].
In this article, we focus on operational ISPs.

Even though ISPs contain procedures and rules that employees are to follow, many
organizations struggle with poor ISP compliance among employees [17]. Of course, it is close at
hand to blame employees for not following procedures, but Rostami, et al. [ 18] argue that ISP non-
compliance often results from both employee-related factors and ISP design. Poorly designed ISPs,
can hinder compliance, meaning employees should not always be held responsible. Studies stress
the importance of designing clear, comprehensible ISPs [19], [20], [21], yet many still fall short
for instance, when it comes to pinpointing actionable advice in a clear manner [22] and use vague
or contradictory wordings [21], [23]. Consequently, there is a need for the content of ISPs to be
formulated in a clearer way. While the ISO 27000 standard-series [24] and EU directives [25]
provide guidance, most focus on high-level design aspects, such as relevant topics to include in
policies [24]. However, there is still limited support on how to improve the messages conveyed by
ISPs.

At the same time, advancements in natural language processing have been remarkable,
introducing powerful new techniques. One such technology is Large Language Models (LLMs)
[26], with the chatbot ChatGPT being a notable example [27]. This form of Artificial Intelligence
(AI) is trained on vast amounts of textual data, enabling them to identify and analyze language
patterns. As a result, LLMs can assist with tasks such as answering questions, summarizing text,
and generating content, potentially improving text quality. However, as argued in a shorter version
of this work presented at the 24th International Conference on Perspectives in Business
Informatics Research [28], general LLMs are not specifically designed to enhance ISP content;
they require fine-tuning or developing a Retrieval-Augmented Generation (RAG) solution using a
high-quality dataset of ISP statements.

To this end, Speech Act Theory (SAT) [29] may offer a useful theoretical framework. This
theory provides support for analyzing poorly written sentences by focusing on the intended
function of an utterance such as instructing an employee rather than just its wording. When
language is, for instance, vague or unclear, analyzing what the speaker is trying to do with the
sentence can clarify its meaning and purpose, and enhance the possibilities for an LLM to improve
it. SAT includes five types of speech acts (assertive, commissive, declarative, directive,
expressive) that have different communicative functions, which means that the high-quality dataset
of ISP statements should distinguish between them and include an evaluation of these statements
based on quality criteria that are relevant to each type of speech act.

Against this backdrop, the aim of this article is to develop a conceptual model of ISPs using
SAT as a theoretical lens to enable assessments of the communicative quality of ISPs. By
structuring ISP statements based on their communicative functions, the model offers a systematic
framework for assessing communicative quality and can act as a domain model. The ultimate goal
is to create a high-quality dataset of ISP statements to refine LLMs, enhancing ISP content and
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improving its effectiveness in guiding employees’ information security behavior. We therefore
pose the following research question: How can SAT be used to develop a conceptual model of
ISPs to assess their communicative quality?

The remainder of the article is structured as follows. Section 2 presents related research in four
parts: first, existing studies on ISP design as background; second, LLMs and ISPs; third, an
introduction to SAT, which informed our modeling; and fourth, the SEQUAL framework, used to
evaluate our conceptual model. Section 3 describes our research method. Section 4 presents our
results, i.e., our conceptual model and evaluation findings. In Section 5, we discuss our findings,
the limitations of the study and future research. Finally, the article ends with a short conclusion in
Section 6.

As an extension of Karlsson, et al. [28], this article shares the same core results when it comes
to the development and evaluation of the conceptual model presented in Section 4. The extension
made related to this part is that we have integrated the results from the evaluation into a revised
conceptual model, which means that the modeling work has taken a step forward compared to
Karlsson, et al. [28]. Other extensions made are to the Related research, Research method and
Discussion sections. When it comes to related research in Section 2, we have added more details
to our description of existing research on ISP design (Section 2.1) and on LLMs and ISP design
(Section 2.2). We also provide a more detailed description of the SAT in Section 2.3. We have
extended the research method description in Section 3, where the method is now presented in four
clear methodological steps. This clearer method makes it easier to assess the current study, but
also to conduct similar studies in the future. Finally, we have expanded the Discussion section
(Section 5), where we discuss more in-depth how our results contribute to existing research, the
methodological decisions made during the study and the limitations of the results. This was made
possible by providing the additional details about related research and the research method in
Sections 2 and 3 respectively.

2 Related Work

2.1 Information Security Policy Design Research

ISP design can refer to both the product and the process, which are closely interconnected [21].
The intended design of an ISP influences the process, while the activities within the process impact
the final ISP. For instance, an ISP design process that begins with a risk assessment [15] produces
policy content focused on the organization’s actual threats. However, our focus is on developing
a conceptual model to classify ISP content, meaning we approach ISP design as a product. Several
studies have examined ISP design quality, particularly the importance of clear and consistent
instructions for employees [11], [20], [21], [23], [30]-[32]. However, few studies provide
comprehensive conceptual models or frameworks for structuring and evaluating ISP statements.

Rostami et al. [32] proposed a conceptual model for tailoring ISPs to different organizational
target groups using policy components. These components include three types of ISP statements:
actionable advice, educational content, and general content. Of these three types, actionable advice
1s the most interesting because the concept is similar to directives in SAT (see Section 2.3 about
the directive): “a demarcated part of an ISP, that instructs someone on a task to execute or not to
execute regarding information security, and, in case of execution, how to carry out the task™ [33].
However, their categorization of ISP statements is not based on SAT. In Rostami et al. [34], they
outline three quality criteria for actionable advice: (1) it should use employees’ work-related
language, (2) specify clear responsibilities and consequences, and (3) be based on well-defined
concepts. Rostami and Karlsson [22] have also introduced the Keyword Loss of Specificity metric
to measure how consistently specific keywords are used to signal actionable advice in an ISP. This
metric builds on Diver’s [35] idea that certain keywords should be reserved for guiding employees’
information security behavior. Taken together, this conceptual model and its related research do
not offer a comprehensive framework with quality criteria for classifying ISP statements.
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Beyond existing conceptual models, previous research on ISP design includes different criteria
and metrics to evaluate ISPs [11], [21], [23]. Stahl et al. [23], based on an analysis of British
National Health Service (NHS) ISPs, recommended using accessible language, clear terminology,
and providing employees with specific, actionable guidance. Similarly, based on empirical insights
from analyzing ISPs, Karlsson et al. [21] suggested eight quality criteria for ISPs. ISPs should (1)
“contain congruent guidelines for actions that are well adapted to the current work practice”, (2)
“have a clear and congruent conceptual framework adapted to the current work practice”, (3) “have
a clear structure”, (4) “have clear communicative objectives”, (5) be free from goal conflicts, (6)
“have clear and uniformed targets groups”, (7) external policies should be translated to current
work practices, (8) “be constitutively clear, clarifying responsibilities, social commitments and
expectations”. However, these high-level recommendations targeting ISPs as documents are not
easily transferable to individual ISP statements.

Goel and Chengalur-Smith [11] established quantitative metrics to evaluate the communicative
effectiveness of ISPs, focusing on three key characteristics: brevity, breadth, and clarity. Brevity
assesses word repetitiveness within a document, with the premise that lower redundancy reduces
unnecessary jargon. Breadth measures an ISP’s comprehensiveness, aligning with the
recommendation that policies should be as thorough as possible [11]. To quantify this, they
compared the frequency of information security-related terms in ISPs against a master glossary,
where a higher match rate indicated greater comprehensiveness. Lastly, clarity pertains to
readability, for which they applied three established text analysis metrics: the Flesch Reading Ease
Score, the Flesch-Kincaid Grade Level, and the Gunning Fog Index. However, they noted that
these indices do not fully account for a reader’s challenges in understanding the content. Although
valuable, the metrics suggested by Goel and Chengalur-Smith [11] are not applicable to individual
ISP statements.

In addition to existing research, there is practitioner-oriented literature that guides the design of
ISPs, e.g., [24], [35]-[38]. This type of literature focuses primarily on the structure of ISPs and
the topics they should cover [24]. For instance, Diver [35] provides guidelines on how to phrase
directives, with the aim of making them easy for employees to understand. However, this literature
does not provide a conceptual model of ISP content or a set of quality criteria for ISP statements.

2.2 Large Language Models and Information Security Policies

In recent years, LLMs have emerged as a powerful tool for analyzing and producing human-like
text across various fields [39]. LLMs are trained by analyzing vast amounts of text, from books
and articles to online content, and identifying complex statistical patterns in how words, sentences,
and concepts relate to one another across different contexts [40]. This training process involves
multiple stages, such as large-scale pretraining and task-specific fine-tuning, which enable the
model to capture linguistic structure, contextual meaning, and probabilistic relationships rather
than simply memorizing text. During training, the model repeatedly predicts missing or next words
in example texts and adjusts its internal parameters to reduce errors. Over time, this process enables
the model to capture relationships, structures, and regularities in language, allowing it to generate
and interpret text in a way that appears meaningful and coherent. The ability to capture
relationships, structures, and regularities makes LLMs very suitable tools for assessing and
supporting the design of ISP statements.

Research has explored their application in government policy communication [41], access
control policies [42], and digital asset privacy policies [43]. However, to our knowledge, no studies
have specifically examined their use in designing or assessing ISP statements. Despite their
potential, LLMs are susceptible to bias, inaccuracies, and misinformation [44], largely because
they learn directly from the data used to train them. Shortcomings in the training corpus, such as
errors, inconsistencies, or unrepresentative examples, can be reflected in the LLM’s outputs. This
poses a particular challenge for information security, where precision, clarity, and correctness are
critical [11], [21]. To reduce the likelihood of generating or reinforcing such inaccuracies [45], it
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is therefore pivotal to train LLMs on well-structured, high-quality ISP datasets. Curated and
reliable ISP datasets help ensure that the model learns to identify different types of ISP statements
and what is considered as high quality ISP statements, ultimately leading to more trustworthy and
effective analyses.

2.3 Speech Act Theory

ISPs are not passive documents in organizations. They are used to perform communicative actions
by the organizations. For instance, when an ISP says that “Your password must contain at least 10
characters and include a combination of uppercase letters, lowercase letters, numbers, and special
symbols”, it is not describing existing employee behavior; instead, it is creating a rule and
imposing an obligation. Consequently, ISPs function as performative language that creates, for
instance, obligations, permissions, and organizational structures. When designing an ISP, Chief
Information Security Officers (CISOs), or those in comparable roles, speak on the organization’s
behalf. Although a human agent communicates the ISP, the act simultaneously counts as an action
of the organization as a whole. In this sense, individuals operate through organizational roles, and
any action taken by an employee carries a dual character: it is both a personal act and an
institutional act [46].

SAT, first introduced by Austin [47] and later revised by Searle [48], is ideal for analyzing
language from a performative perspective. The core idea of SAT is that communication constitutes
a form of action, both when speaking and writing. Searle [48] divides speech acts into four
interrelated sub-acts: (1) the utterance act, (2) the propositional act, (3) the illocutionary act, and
(4) the perlocutionary act. The utterance act means expressing a sequence of words that form a
meaningful ISP statement, for instance, the sentence above about the password design. The
propositional act represents what the sentence is about. Here, it depicts a world in which certain
password requirements exist. The illocutionary act reflects the speaker’s intention: here, the
organization is giving employees a directive, where these password requirements must be adhered
to. The perlocutionary act concerns the impact the speaker (e.g., CISO) aims to have on the
audience, namely encouraging employees to create strong passwords. It means that the
illocutionary act comes with expectations on the employee, making them fundamental units of
human communication [49]. Research suggests that the way speech acts are performed, including
their level of directness, affects comprehension, as listeners must infer the intended meaning [50].

Searle [51] identifies five types of illocutionary acts:

e Assertives: committing the speaker to a statement’s truth, i.e., the speaker asserts how things
are in the world. For instance, “Phishing emails are a major threat to our organization”.

e Commissives: committing the speaker to future actions, i.e., the speaker takes on some
obligation. For instance, “Any unauthorized software will be removed from the laptop”.

e Declaratives: changing reality through speech, i.e., bringing about a change in the external
situation simply by being uttered (given that the speaker has the authority to execute said
change). For instance, “This policy supersedes all previous information security directives”.

e Directives: urging the listener to act, i.e., expressing the speaker’s desire or intention to
influence behavior. For instance, “You must not click on links or open attachments from
unknown sources”.

e Expressives: conveying the speaker’s attitude about a situation, i.e., reflecting what is
important to the speaker. For instance, “We value transparency in reporting security concerns’.

The use of SAT in policy research is not new. Stahl et al. [23] used the speech act concept in
their critical analysis of ISPs. Furthermore, SAT has been applied in areas such as educational
policy analysis [52] and, more recently, in studies on communication intent and Al authorship,
exploring the combined use of LLMs and SAT [53]. However, to our knowledge, no research has
specifically applied LLMs to analyzing ISP statements using SAT categories.
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2.4 SEQUAL - A Framework for Evaluating Conceptual Models

Model quality is an essential aspect of modeling, and this also applies to our conceptual model.
The quality of models has been on the research agenda since the early nineties [54]. SEQUAL
[55], [56] is a comprehensive framework for evaluating different types of conceptual models. The
current version also takes heed of the fact that, these days, models can be developed both by
humans and machines, or in a combination, and through pipelines and networks of models.
Referring to Figure 1, the set of model-creating actors is denoted C. It can be a combination of
technical model creators (7TC) (including Al tools, such as an LLM suggested in this article) and
social model creators (SC) (humans and organizations) that collaborate in the development of the
externalized model M.

In SEQUAL, quality has been defined referring to the correspondence between statements
belonging to the following sets:

e G, the goal(s) of the modeling task.
e L, the language extension, i.e., the set of all statements that are possible to make according to
the rules of the modeling languages used.
e D, the domain, i.e., the set of all statements that can be stated about the situation.
e M, the externalized model itself expressed in a modeling language/notation.
e A, the part of the model that can be accessed by one or more actors, actors being either persons
or tools (including Al tools). The collected set of actors is called the audience of the model.
¢ K, the explicit knowledge relevant to the domain of the audience.
e S1, the social actor interpretation, i.e., the set of all statements that the people in the audience
interpret that an externalized model consists of.
e TI, the technical actor interpretation, i.e., the statements in the model as ‘interpreted’ by
modeling tools and Al tools.
Technical
actor

as creator
TC

Goal of
modeling
G

Language Syntactic Social actor

extension externalization explicit knowledge
L M Pragmatic K
Empirical Affective (learning)

Social actor
as creator
SC

Modeling
domain
D

Model creating
actor
C
1
1

Sema

Pragmatic
(action)

Actor access
A )
Perceived

Pragmatic semantic

Technical (human comprehension)

Social
Technical
actor Social actor
interpretation interpretation
Tl Si

[

Figure 1. SEQUAL Framework

Central quality types, as illustrated in Figure 1, are:

¢ Physical quality addresses the basic quality goal that the externalized model M is available to
the relevant actors. The available subset is denoted A.
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e Empirical quality deals with comprehensibility when a model M is read by different (primarily
social) actors. Patterns and readability (e.g., according to the Gunning Fog Index) in the labels
used are discussed under empirical lexical quality.

e Syntactic quality is the correspondence between the model M and the language extension L.
For syntactic quality, we can differentiate between adhering to the rules of the visual notation
(syntactic notational quality), and complying of textual parts with the rules of the natural
language used for writing the labels, comments, etc. (syntactic lexical quality).

e Semantic quality is the correspondence between the model M and the domain D. This includes
both validity and completeness of the model.

e Perceived semantic quality is the similar correspondence between the social actor
interpretation SI of a model M and the actors’ current knowledge K of the domain D.

e Main aspect of pragmatic quality is the correspondence between the available part of the model
M (i.e., A) and the actor interpretation (SI) of it. One differentiates between social pragmatic
quality (to what extent people understand and can learn from and act based on the model) and
technical pragmatic quality (to what extent tools can be made that can interpret and potentially
act based on the model). Learning and action, either within the existing domain or resulting in
domain change, are thus also part of pragmatic quality in addition to comprehension.

o Affective quality deals with the positive or negative impression that the model instills in social
actors when interpreted.

e Social quality focuses on agreement among social actor’s interpretations (I). Aspects of trust
in the source of the model, that can be based on the variety of sources behind the model,
influence social quality.

¢ The deontic quality of the model relates to the fact that all statements in the model M contribute
to fulfilling the goals of modeling G, and that all the goals of modeling G are addressed through
the model M using available resources (time, cost, competence etc.) available for the modeling
task.

3 Research Method

The aim of this article is to develop a conceptual model of ISPs using SAT as a theoretical lens to
enable assessments of the communicative quality of ISPs. To this end, we applied conceptual
modeling [57] via Unified Modeling Language (UML) class diagrams and document analysis [58]
of real-world ISPs. Document analysis is a natural choice since ISPs are often published in the
form of documents. Although these two activities are distinct, and our presentation below is
essentially sequential, we used them in an integrated manner to develop the conceptual model. The
results from our conceptual modeling activity were evaluated using the SEQUAL framework.

3.1 Data Collection

In order to empirically ground the conceptual model, it was important that our document analysis
and conceptual modeling work were based on real-world ISPs. Using authentic ISPs ensures that
the resulting model reflects the complexity, variation, and practical communication patterns
present in organizational information security documents. Following the approach taken by Stahl
etal. [23], we selected the British NHS as our source context. To assemble our dataset, we executed
a web search using the terms “information security policy” and “UK NHS”. These searches led us
to a range of publicly available ISP documents published by different NHS trusts and healthcare
entities. We downloaded these documents and screened them to ensure they were operational ISPs.
We then randomly selected ten ISPs for inclusion in our document analysis.
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3.2 Document Analysis

Our document analysis focused on identifying different types of speech acts in our data. First, we
read all the selected documents to ensure that they were ISPs and that all statements can be
considered as ISP statements. The reading did not result in the need to remove any documents.
Second, we used an LLM (ChatGPT 40) to elicit ISP statements, i.e., sentences, from these ISPs.
These statements could potentially represent different types of speech acts. However, at this stage,
the generated ISP statements were not expected to reflect any predefined speech act categories.
The primary goal was to produce a broad sample of ISP statements that could later be manually
classified by the authors according to the various speech act categories. We used the following
prompt, which is in four parts: “1) An information security policy statement is an utterance or a
performative utterance about information security within an organization. 2) Elicit all information
security policy statements in the uploaded document. 3) Quote the elicited information security
policy statements in an Excel spreadsheet. 4) List one information security policy statement per
row”. For quality assurance, the prompt was tested on a small section of one of the ISPs to ensure
that the results were consistent with sentences found in the actual policy.

In total, we elicited 3,765 ISP statements and added them to an Excel spreadsheet. Modeling
text documents is resource intensive. Therefore, we needed to balance the available resources for
modeling while ensuring the development of a stable conceptual model. We developed a macro in
Excel that randomly selected 600 unique ISP statements for our analysis’. The random selection
allowed us to get a spread of which potential speech acts they were among these ISP statements.

Third, we analyzed the selected subset of ISP statements using SAT by classifying them
according to specific speech act types. To carry out this analysis, the first, second, and fourth
authors each independently classified 200 of the randomly selected ISP statements. The
classification followed Searle’s taxonomy of speech acts [29], i.e., distinguishing between
assertives, commissives, declaratives, directives, and expressives.

3.3 Conceptual Modeling

For our conceptual modeling, we chose to use UML class diagrams. Our modeling work was
carried out during two workshops, in which the first, second, and fourth authors participated. We
used our different and complementary skills to decrease potential bias and prevent the holistic
fallacy in our study [59]. The protocol used during the workshops included (1) reviewing and
resolving uncertainties in initial speech act classifications, (2) identifying all the speech act
categories represented in the dataset, (3) mapping ISP statements to relevant organizational actors,
(4) deriving quality criteria for each speech act category, and (5) developing a conceptual model
using UML class diagrams.

During the modeling workshops, the three researchers began by reviewing the initial
classifications of ISP statements. Any uncertainties or disagreements in the classifications were
discussed in detail and resolved through consensus, ensuring a shared understanding of how each
statement aligned with Searle’s taxonomy [29]. As shown in the Result section, we identified all
five types of speech acts defined by Searle [29] within the selected ISP documents. Building on
this foundation, we analyzed how each type of ISP statement, interpreted as a speech act, relates
to different actors within an organization. For instance, directives primarily target employees,
while sanctions (a subclass of commissives, see Figure 2) involve commitments made by
management. This actor-oriented analysis helped us understand the organizational roles and
responsibilities implied by each speech act. We then applied SAT to explore the strengths and
weaknesses associated with the various speech acts identified in the ISP statements. This analysis
enabled us to identify communication issues (such as ambiguity and lack of actionability). From
these insights, we developed our quality criteria.

T The ISPAI-CSIMQ dataset is publicly available: https://www.oru.se/english/research/research-environments/ent/ceris/ispai-
csimq-dataset/
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Figure 2. Information Security Policy Conceptual Model version 1.0 (presented first in Karlson, et al.,
2025 [28])

Finally, we examined the scope of these criteria to determine whether each criterion applied
specifically to a single speech act type or whether it could be generalized across multiple types.
This step allowed us to distinguish between criteria that are speech-act-specific (e.g., actionable
directiveness for directives in Figure 2) and those that have broader relevance (e.g., clarity,
consistency, relevance).

3.4 Evaluation

The conceptual model was evaluated by the third author, who had not participated in the document
analysis or the modeling workshops. Conducting the evaluation independently helped reduce the
risk of bias and provided a more impartial, external assessment of the model. The model was
evaluated by specifying the sets included in SEQUAL (see Section 2.4) and the following quality
types: Physical, Empirical, Semantic, and Deontic. It is important to emphasize that no conceptual
model can be optimized across all SEQUAL quality dimensions simultaneously. Trade-offs are
inevitable. For instance, semantic completeness often means including edge cases, variant
relationships, conditional logic, and domain-specific constraints. In contrast, empirical quality
benefits from simpler, more abstract, and readable models. As in many modeling efforts, finding
a balance between completeness and readability is essential.

For the evaluation, the third author used the conceptual model presented in Figure 2 along with
a detailed list of definitions for all classes, attributes, and associations included in the model. This
documentation is similar to what a future model user would have access to when using the model
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to classify ISP statements. Finally, we used the evaluation results to revise the conceptual model.
The revised version is presented in Figure 3 and Section 4.3.

4 Result

Our result is in two parts. The first part is the conceptual model, which is the result of modeling
the content of ten ISPs using SAT as a lens. The second part is the evaluation of the conceptual
model using the SEQUAL framework.

4.1 Information Security Policy Conceptual Model

The conceptual model of ISPs is shown in Figure 2 as a UML class diagram. The diagram consists
of 19 classes, and between these classes, we found several named associations. Below, we do a
structured walk-through of these classes and provide empirical examples of how they are grounded
in our empirical data, i.e., the ISPs we used when modeling. In addition, we relate to the SAT and
existing research on ISP design to show the theoretical grounding of the model.

4.1.1 Information Security Policy Core Parts

We start in the left center part of the figure, with the Information Security Policy class itself. As
discussed in the Introduction, an ISP is supposed to guide employees on how to act securely in
their daily work [16], and may be presented as documents or on organizations’ web pages. In our
case, they are represented by the ten ISP documents from the British NHS. From a SAT
perspective, these policies include a set of ISP statements (speech acts), i.e., utterances that
perform actions by expressing the speaker’s intention [51], thereby trying to affect the reader’s
understanding and behavior. In our case, the utterances are made by ISP designer(s), a collective
term for those involved in shaping the policy; an example is a CISO [60]. The ISP statements are
intended for employees, such as physicians, nurses, and assistant nurses in the British NHS, who
are supposed to be guided by reading them. Thus, ISP designers and employees are roles, i.e.,
functions played by actors, in the organization [32], where the actors are individuals who perform
work tasks in the organization.

Drawing on SAT, as already described, Searle [29] provides five different types of speech acts
with different so-called illocutionary points: directive, commissive, expressive, declarative, and
assertive (synonym of representative [29]). The first type of speech act in our model is Directive.
In an ISP, a directive is a statement that seeks to compel a particular kind of agent to take a
particular action regarding information security. During our modeling work, we identified
directives such as “You must include digits (0-9) in your password” (ISP#1), “Line Managers
MUST ensure all IT accounts are removed or disabled when a staff member leaves the
organization” (ISP#6), and “Use a fax cover sheet that contains a confidentiality statement”
(ISP#3). In total, we identified 226 directives among the ISP statements analyzed.

The second type of speech act is Commissive, which, in an ISP, commits the speaker to do
something in the future related to information security and/or the organization. Examples
encountered during our modeling are: “Centrally stored information will be accessible from any
healthcare provider location in England” (ISP#1), “Only authorized personnel who have an
identified need are given access to restricted areas containing information systems such as the
server room or a file storeroom” (ISP#2) and “New operational software will be quality assured”
(ISP#3). We identified 123 commissive speech acts in our sample of ISP statements. A commissive
speech act can further be refined as a sanction — a threat [50] — when it commits the speaker to
imposing a consequence in the future if an employee does not comply with a directive. Thus,
focusing on the forward-looking aspect, i.e., the commitment to a sanction is distinct from the
situations where a sanction is carried out (e.g., an employee getting its credential withdrawn). In
the latter case, an executed sanction has the force of a declarative, changing the social or legal
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reality. In our sample, the following are examples of sanctions: “Offenders are liable to
disciplinary action and civil and criminal prosecution” (ISP#6) and “Using Trust or NHS
information systems for personal gain shall be deemed a disciplinary offence” (ISP#10).

The third type of speech act is Expressive. An expressive speech act in an ISP conveys the
organization’s attitudes regarding information security practices and expectations. In the sample
of speech acts we analyzed, we found three ISP statements that were expressive: “Our philosophy
and commitment to care goes above and beyond our legal duty to enable us to provide high-quality
services” (ISP#8), “It is essential that all of the CCG’s information systems are protected to an
adequate level from business risks” (ISP#5) and “Each employee is responsible for the security of
the information they use and maintaining its confidentiality, integrity and availability to the highest
standard” (ISP#3).

The fourth type of speech act is Declarative, in which an ISP enacts or brings about a change in
the status, rules, or conditions of information security by the very act of their declaration. In other
words, when a declarative statement is issued in an ISP, it does not merely describe something
about information security, but also creates, modifies, or formalizes a security condition by virtue
of its declaration. In our sample of ISP statements, we only identified one declarative speech act:
“The status of this document is FINAL” (ISP#6).

The fifth and final type of speech act is Assertive. In an ISP, an assertive speech act involves
making statements that convey information and describe situations involving information security,
the organization, or the world. For instance, among the analyzed ISP statements we found the
following: “2FA stands for Two-Factor Authentication, which is the use of a second form of
authentication, such as a password and a smart card” (ISP#6), “The current supplier is [name of
the company] — the Trust will manage this contract centrally” (ISP#1), and “Where an overnight
stay for work purposes is required the same principles apply” (ISP#5). In total, we classified 247
ISP statements as assertive in our analysis.

4.1.2 Quality Criteria for Information Security Policy Statements

The quality of the five types of ISP statements can be evaluated using a set of quality criteria, some
of which are shared across all ISP statements and some of which are unique to specific types of
speech acts. Starting with the ones shared across all ISP statements, they fall under the General
quality criteria class. All ISP statements can be evaluated in relation to their clarity, relevance, and
consistency. Clarity means that each ISP statement clearly conveys its intended message without
ambiguity. Drawing on SAT, the illocutionary force [29], [S1] — the speaker’s intention — should
be explicit, leaving no room for misinterpretation. Relevance means each speech act must be
pertinent to the specific context of the organization’s operations and the roles of the addressees.
This ensures that the locutionary act [51], i.e., the actual content of the ISP statement, is meaningful
and applicable to the addressees [22], [23]. Finally, consistency ensures that each ISP statement is
consistent with other existing ISP statements. This internal congruence of the ISP prevents
confusion across ISP statements [21], which could otherwise leave room for interpretations.
Turning our attention to the quality criteria specific to different types of speech acts, we start
with the Directive quality criteria class, which contains two criteria: actionable directness and
assessability. Actionable directness evaluates the precision in the directive, i.e., how well it guides
the employee towards an intended outcome. Directives function through illocutionary force,
attempting to influence, in our case, the employees to establish a world-to-word fit [29], i.e.,
changing reality to align with what is the desired state [50]. A directive with actionable directness
ensures that it is clear how to achieve the desired state [32]; for instance, “Log off the computer
when leaving by pressing Ctrl+Alt+Del”. Assessability in information security directives refers to
the ability to evaluate whether a directive has been successfully executed. Drawing on Searle [29],
directives inherently involve an expectation that the employee will carry out a specified action.
Furthermore, the directive’s degree of imposition may vary [51]. Without the ability to evaluate,
the essential condition (i.e., the employee’s obligation) is weakened because it is unclear whether
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compliance has been achieved. For instance, a non-assessable directive is “Avoid using weak
passwords”, if there are no measurable standards for determining compliance.

The commissive speech acts are evaluated using the Commissive quality criteria: accountability
and commissive directness. Accountability in commissive speech acts means that each
commitment must clearly define who is responsible for carrying out the promised action. Thus,
we draw on the aspect that, through a commissive, the ISP designer binds someone to future action
[29], [51]. For instance, “The Information Security Manager will determine what action is
appropriate regarding system vulnerabilities” (ISP#1) links the commissive to an institutional role,
in this case, the information security manager. Commissive directness focuses on the precision of
the actions that the actor is committed to and the timeframe for execution, i.e., clarifying
responsibilities [21]. In the example above, the commissive directness is weak since it does not
commit the information security manager to how to determine if an action is appropriate, or a
timeframe when it should be determined. The subset of commissive speech acts that are sanctions
is evaluated using the Sanction evaluation criteria class, which includes one criterion: Formality.
Formality is evaluated based on whether it is explicitly stated that the sanction is legally mandated
or internally enforced. A formal sanction is derived from laws or external regulations (e.g., GDPR,
HIPAA, or SOX), while an informal sanction does not carry legal weight but may result in internal
penalties.

The quality of expressive speech acts is assessed using the quality criteria in the Expressive
quality criteria class: authentically and impactfulness. Authentically means that the expressed
attitude reflects the organization’s genuine attitude toward information security. This criterion
focuses on the fact that there may be a difference between the psychological state [51] expressed
by the ISP designer and what is communicated through actual actions. For an expressive to be
valid, it must genuinely reflect the organization’s actual stance. Impactfulness means the speech
act should effectively convey an attitude that motivates and engages the employee in active
participation in information security practices. Thus, impactfulness relates to the illocutionary
force of the speech acts [29], [51] — the strength with which a speech act conveys meaning to the
employee.

Declarative speech acts are evaluated using the Declarative quality criteria class: determinacy.
Determinacy focuses on whether the declaration makes the moment of change explicit. This relates
to Searle’s concept of institutional declarations [29], where the act’s success depends on the
authority of the speaker and the institutional context. For instance, “Effective March 1, 2025,
access to company networks requires multi-factor authentication” is a determinate declaration
because it clearly signals when the change takes effect, leaving no room for interpretation.

Finally, assertive speech acts are evaluated using the Assertive quality criteria class: factual
accuracy and objectivity. Both criteria relate to the truth of the expressed proposition [29], [51],
where statements must match reality. Factual accuracy assesses whether the assertive speech act
accurately reflects the organization’s information security posture, the organization, and/or the
world. Thus, this type of ISP statement is possible to assess as true or false [29]. Inaccurate
descriptions of security measures mislead employees and undermine trust. For instance, “All
company data is encrypted using industry-standard protocols” is accurate only if the organization
implements such encryption. Objectivity means the speech act is to be presented impartially,
without bias or subjective opinions. Thus, even if a statement in an ISP is factually correct, it lacks
objectivity if it is framed in a way that introduces bias or persuasion.

4.2 Evaluation of the Conceptual Model

As stated in the Research Method section, the further evaluation of the Information Security Policy
Conceptual Model version 1 was carried out by the third author. This author was not involved in
the development of the model. SEQUAL has been used to structure the evaluation, starting with a
description of the relevant sets. Below, we present the evaluation of the semantic, empirical,
physical, and deontic quality types.
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The third author’s interpretation of the modeling work, which formed the backdrop for the
evaluation, was as follows. The goal GI is: The model is to be used for fine-tuning LLMs or
supporting a RAG-solution for producing better ISP statements using a general LLM. In addition,
we have G2; the model needs to act as a domain model that experts on ISPs and other social actors
(8A) agree upon, that represents good ISPs. The focus in this paper is G2, although we also look
at some specifics related to what needs to be done with the model in the next step (when it is to be
used for fine-tuning or to support a RAG solution, i.e., GI). The (data)-model M in focus is the
UML model for relevant aspects of ISPs, accompanied by a set of ISP statements from British
NHS ISPs. These parts are detailed in the previous section, which is represented so as to adhere to
this model. Thus, L is all the possible statements that can be expressed in UML. The actors and
stakeholders are social actors creating the UML model (§C), but interpreters are both social actors
(S1) (for refining and agreeing on the model), and technical actors (71) in connection to interpret
the model to achieve G2. In the case of G2, the technical actor is a basic modeling tool that can
store the data model in a format accessible and interpretable by the fine-tuning mechanism.

4.2.1 Semantic Quality

The model should cover all types of operational ISPs and should not include aspects not relevant
for ISPs, such as documents for building the context model, or ISPs that are no longer in effect.
The model is based on currently available and up-to-date British NHS ISPs, which means the
model has good correspondence with current documented information security practices in this
industry. All 600 elicited ISP statements have been used to create the model, leaving no
outstanding statements in the sampled data. The model addresses the quality of the ISPs through
quality criteria that build on SAT. Thus, the quality criteria do not explicitly include SAT
terminology. Speech acts include aspects such as “direction of fit” and illocutionary force,
containing the elements degree of strength of illocutionary point, mode of achievement,
propositional content, preparatory condition, sincerity conditions, and degree of strength of
sincerity conditions. Representing these aspects would make the relation to SAT more explicit and
make a more complete model, but one that can be harder to comprehend.

The model is more detailed regarding the associations between Directives, Sanctions, and
Employees, compared to how the other speech acts are represented. The model could be extended
by capturing associations between Employees and Commissives and Directives. In a commissive
speech act, someone commits to do something (although it might be everyone). In a declarative
speech act, there must be an actor in a specific role who makes the declaration. Currently, the
model does not capture the time-period of validity of speech acts. This might be linked to versions
of the ISP, but then information on from-to validity of the version should be represented. Usually,
a decision date is given for when the ISP will be applied, and that it is valid until further notice,
which would make it reasonable to add such an attribute to the Information Security Policy class.
The organization being subject to the ISP should also be represented. Finally, from the point of
view of completeness of the domain model, external laws and regulations that form the basis for
some of the directives and sanctions can be represented [cf., 32], including their period of
applicability. At the same time, these classes are considered to be peripheral when it comes to
analyzing and improving the ISP content. These classes are therefore also considered to be of less
relevance to fine-tuning an LLM (TI) for improving content, which mainly consists of ISP
statements.

4.2.2 Empirical Quality

For G2, the model should follow guidelines for graph-layout in standard UML-notation. For the
conceptual model, most lines are straight and with short distance, which means the model overall
performs well. A long association is found, which is a layout compromise to avoid crossing lines.
The two bends on associations, Employee “is to comply with” Directive and Sanction “enforces”
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Directive, could be avoided. The latter association could have been a straight line with a somewhat
different positioning of the Sanction class. In general, it is easy to map labels to relationships, thus
having good syntactic disjointness.

4.2.3 Physical Quality

The model must be available in a format understandable by C. Currently, the model is available
for SC and SA4 using SmartDraw native file format (and the available export formats), which is
sufficient for G2 (to act as a domain model that experts on ISPs and SA agree is a good
representation of ISPs). Versioning is supported by keeping separate model files. To address G1
(to be used for fine-tuning of LLMs or to support a RAG solution for producing better ISP
statements) in the future, the model has to be made available in a format understandable to the
fine-tuning or RAG solution mechanism in an LLM.

4.2.4 Deontic Quality

The conceptual model has two goals: G1 (to be used for fine-tuning of LLMs or to support a RAG
solution for producing better ISP statements) and G2 (to act as a domain model that experts on
ISPs and SA agree represents good ISPs). Goal G2 is broader than goal G1, which affects the
boundaries of what should be included in the conceptual model. This is evident in the evaluation
of semantic quality above. For instance, including external laws and directives in the model would
bring the model closer to G2. In the current version, the model is closer to fulfilling G1.

4.3 Revised Conceptual Model

Figure 3 presents the revised conceptual model after implementing the evaluator’s suggestions on
how to improve the semantic and empirical qualities of the model.

First, we have added two more classes. The first class, Organization, captures the fact that ISPs
exist in the context of organizations, although it is not the case that all organizations have an ISP.
The second class, External regulations, captures the aspect that external laws, directives, and
international and national standards may form the basis for some of the ISP statements that are
presented in an ISP. It is important to stress that it is about the connections that the ISP designer
has expressed in the ISP. They do not necessarily have to match the connections between, for
instance, a law and an ISP statement that actually exist.

We have also modified the class Information Security Policy by adding the requested attribute
Valid from, to show from when an ISP has become valid.

We have added a new association between Commissive and Role to capture that someone has
been committed to do something. From a design perspective, this required adding another long
association with intersecting lines to the model. Thus, this becomes a trade-off between semantic
and empirical quality, where we have prioritized semantic completeness.

Regarding the need to add an association between Role and Declarative to capture the role of
who declares, there would be an overlap with the role that writes an ISP statement; therefore, we
have chosen not to include an additional association to capture this.

Finally, to improve the model’s empirical quality, we have removed the bends on the two
associations: Employee is to comply with Directive and Sanction enforces Directive.
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Figure 3. Information Security Policy Conceptual Model version 1.1

5 Discussion

In this study, we developed a SAT-based conceptual model of ISPs to assess the communicative
quality of ISP statements. In the long term, this model is intended to support the creation of a high-
quality ISP dataset for training LLMs. Below, we discuss the contributions and the implications
of our findings both for research and practice. We end this section by addressing the limitations
and future research.

5.1 Contributions to Research

The first contribution of this study is a conceptual model. As shown in Section 2, there are only a
few conceptual model studies focusing on the structure and quality of ISP statements. For instance,
previous research proposed one conceptual model for tailoring ISPs to specific target groups in
organizations [32]. Our classification of ISP content differs from the existing model, as ours is
more detailed regarding ISP content. We organize the content into six types of ISP statements.
Within this structure, sanction is included as a subclass of commissive, which is also associated
with directive ISP statements. This can be compared to the previous model’s three classes to divide
ISP content. Thus, our study advances the literature on ISP design, and could pave the way for
future refinement of the policy component model [32] used in ISP tailoring [18].
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In particular, our model makes a contribution in the context of ISP quality [11], [21]-[23]. More
specifically, our conceptual model introduces quality criteria — applicable for the information
security context — for all five types of speech acts in Searle’s taxonomy [48]. Some criteria, such
as clarity, relevance, and consistency, apply universally across all ISP statements, regardless of
speech act type. In addition to these general criteria, the model also specifies criteria unique to
particular types of speech act. For instance, actionable directiveness and assessability are proposed
as additional quality requirements for statements functioning as directives. By establishing these
criteria, our model provides a structured and theoretically grounded approach for evaluating the
communicative quality of ISP statements, with the goal of contributing to the design of more
effective and well-defined ISPs. Thus, we contribute with quality assessment of ISPs at a more
detailed level than general quality metrics such as brevity, breadth, and clarity [11] that focus on
the overall ISP. At the same time, our criteria offer more nuances in the evaluation than the
previous metric Keyword loss of specificity [22], which evaluates the use of designated keywords
in ISP statements.

Second, the SAT has been applied to classify different types of statements in ISPs demonstrating
the relevance of this theory within ISP management. Our analysis of ten ISPs from the British
NHS identified all five types of speech acts in Searle’s taxonomy [29] — directive, commissive,
expressive, declarative, and assertive. The presence of all five speech act types within real-world
ISPs shows both the relevance and applicability of SAT for ISP analysis and design. Although
many prior studies have examined how ISPs are written or how their content can be improved
[11], [20], [21], [23], [30]—[32], to our knowledge, this study is among the first to examine ISPs
through the theoretical lens of SAT. Thus, this study contributes to the existing literature [23] on
its application in this domain.

One reflection of our speech act classification process is that it was not straightforward in a
mechanical sense. Searle’s [48] speech act categories are meant to classify the primary
illocutionary force of an utterance, so in principle, an ISP statement performs one main type of
speech act at a time. However, in practice, the same sentence can have multiple possible
interpretations depending on the context, or it may perform a direct act and an indirect act
simultaneously. For instance, the following (fictive) example, “All employees must complete
information security awareness training by the end of the year”, may be understood as a declarative
or as a directive. As a declarative, it creates a rule that makes the awareness training mandatory.
As a directive, it pushes employees and managers to act. This shows that an ISP statement itself is
not inherently bound to only one categorys; its classification depends on the speaker’s intention and
context, which means that our classifications were not always clear-cut. In terms of our conceptual
model, the condition in the specialization (complete, disjoint) of ISP statements can therefore be
seen as a simplification. An alternative could be to allow multi-label classification, i.e., an ISP
statement could belong to more than one speech act. Considering the ultimate goal of helping
CISOs improve ISP content, this could mean that the LLM provides more than one
recommendation on how to improve an ISP statement, depending on the CISO’s intention with the
ISP statement. If only one recommendation is given, it is based on the classification being in line
with the CISO’s communicative intentions, and if the classification is not correct, the
recommendation risks being less helpful. However, this is an aspect that needs to be left open for
future design solutions so that CISOs’ preferences regarding the number of recommendations can
be taken into account.

Third, our findings also reveal patterns in the distribution of speech acts in ISPs from the British
NHS. This means that we contribute to existing knowledge about how ISPs are structured from a
communicative perspective [21], [23]. Assertive and directive speech acts overwhelmingly
dominate ISP content: among the 600 statements analyzed, 247 were classified as assertives and
226 as directives. This aligns with the functional role of ISPs [10], which describes organizational
expectations (assertives) and instructs employees on required behaviors (directives). In contrast,
expressive and declarative speech acts are extremely rare, with only three expressive and one
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declarative statement identified. This distribution offers empirical insight into how ISPs
communicate intent, set expectations, and attempt to shape employee actions.

Fourth, the proposed conceptual model has been evaluated using the SEQUAL framework,
which provides a systematic structure for assessing the quality of models and modeling languages.
SEQUAL has been used to evaluate models, for instance, in BPMN [55]. This study contributes
to the existing literature by demonstrating the use of a quality framework in evaluating UML Class
diagrams. Our findings suggest that the proposed conceptual model serves as a foundational
framework for improving ISP statements, which can potentially be used as an input for LLMs to
enhance ISP content. Additionally, external laws and regulations, which form the basis for
sanctions, can be incorporated into the model as well as specifying proposed associations between
the Actor class and ISP statements that are Commissive and Declarative (see Section 4.2 and
semantic quality). Adding these aspects to the conceptual model would bring it closer to an ISP
domain model.

5.2 Contributions to Practice

Our study also has some practical implications. First, LLMs have the potential to enhance ISP
content quality for fine-tuned on high-quality ISP datasets. To perform such fine-tuning, a
conceptual model is needed to classify the data and evaluate the resulting text. The proposed
conceptual model serves as an essential first step by providing the foundation to enhance the
quality of LLM-generated ISP statements. Importantly, the process of building such a high-quality
dataset does not have to be limited to research. Practitioners can also apply the conceptual model
to develop structured, labelled corpora of ISP statements suitable for LLM fine-tuning or to build
a RAG solution. By systematically applying the quality criteria defined for each speech act type,
organizations can curate datasets in which every statement is clearly formulated, contextually
appropriate, and aligned with its intended communicative purpose. This allows for the creation of
structured, high-fidelity datasets organized by speech act category. When developing such a
dataset, practitioners have to decide whether an ISP statement can belong to the speech act
category or if multi-label classification should be possible. Such curated datasets might differ
between, for instance, countries depending on linguistic and cultural differences, or language
differences that are based on sector-specific regulations or risk environments. In this way, the
conceptual model can support the development of software systems that generate clearer, more
actionable, and more consistent ISP content. Ultimately, this helps organizations produce ISPs that
better guide employee information security behavior.

Second, the conceptual model can support both the creation of new ISP statements and the
evaluation of existing ones. When developing new policies, ISP designers such as CISOs can use
the model as a reference to determine which speech act type is most appropriate for conveying a
particular message or enforcing a specific behavior. This helps ensure that each statement aligns
with its intended communicative purpose, whether that involves instructing employees, describing
organizational requirements, or committing the organization to certain actions. In addition, the
model provides a structured basis for evaluating the quality of statements in existing ISPs. By
applying the proposed quality criteria, ISP designers can assess whether statements are clear,
relevant, consistent, actionable, or appropriately supported by sanctions where necessary. This
makes it possible to identify ambiguous or contradictory statements that may hinder employee
understanding.

Third and finally, the conceptual model serves as a reference model for ISP designers, providing
an overview of the speech acts used in ISPs. The model enables designers to reflect on questions
about the structure and balance of their own ISPs; for instance, “Which types of speech acts are
emphasized in the current ISP?”. A policy dominated by directives may appear authoritative but
risks being overly prescriptive, while one with too many assertives may lack actionable guidance.
ISP designers may also consider are the selected speech acts appropriate for their organization’s
context and should the ISP statements be refined to enhance the ISP’s overall effectiveness. Thus,
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an overview of the speech acts used by ISPs can help ISP designers identify areas for refinement
in their policies.

5.3 Rigor and Limitations

The trustworthiness of qualitative research like ours can be assessed using four criteria [61], [62]:
credibility, transferability, dependability, and confirmability. Although we used these criteria to
strengthen the rigor of our study during the research process, our study still has certain limitations
in each area.

Credibility refers to the level of confidence that can be placed in the “truth value” of our
conceptual model. Thus, the credibility of our results depends on whether the classes,
relationships, and attributes in the model genuinely emerge from the ISP statements and the speech
act analysis. Therefore, it has been important to provide an extensive account in Section 4.1 of
how the elements of the class diagrams in Figure 2 and Figure 3 were derived in order to enhance
credibility. Still, it is a challenge to fully make any interpretative frame explicit. Furthermore, the
conceptual model has been evaluated by a researcher not involved in the modeling activities, in
order not to introduce bias. The evaluation was done using the SEQUAL framework, but limited
to four of its quality types.

Transferability refers to whether the findings of a study are relevant in other contexts, and it is
the reader who must make this judgement [61]. We modeled a randomly selected subset of ISP
statements from ten ISPs from the British NHS. Thus, we have achieved randomness at the
statement-level. However, because we did not randomly select the ISPs themselves, and they were
all from English-language documents and all from UK healthcare organizations, there is a
systematic constraint on the sample. By limiting the ISPs to English-language text, we exclude
ISP statements written in other languages. This means linguistic and cultural differences in non-
English context are not reflected. Our focus on healthcare organizations means excluding ISPs
from other sectors where the nature of information security, threats, governance structures, and
regulatory frameworks may differ. Consequently, the findings may not be transferable to other
countries or organizational contexts. Therefore, we do not claim that the conceptual model can be
transferable beyond this context. Furthermore, the model has been developed for ISPs, which
means we do not claim that the model or quality criteria are transferable to other types of policies.

Dependability concerns the consistency and stability of our results [61]. Given the interpretive
nature of our study, we do not claim that other researchers would come to exactly the same
conceptual model. SAT is fundamentally concerned with the performative aspect of language,
rather than analyzing stated facts. Thus, analyzing ISP statements using SAT means making
interpretations of the language used in ISPs. Consequently, researchers may interpret the same ISP
statement differently depending on their prior experiences with ISPs, their familiarity with the
SAT, and their judgments about context (see our discussion in Section 5.1). Therefore, we cannot
claim that other researchers would have classified individual statements in exactly the same way.
When it comes to developing the conceptual model, the patterns we found in the use of speech acts
are more interesting than the classification of each individual ISP statement. However, as
Collingridge and Gantt [63] point out, dependability (they use the reliability concept) in qualitative
research focuses on ensuring consistent quality in the findings, rather than expecting identical
outcomes.

Confirmability refers to the degree to which our results are shaped by the empirical data rather
than researcher bias, motivation, or interest [61]. In conceptual modeling, the researchers play an
active role in deciding on which parts of the empirical data are relevant to the model and how to
represent these parts. This means that the conceptual model is not expected to be free from
researcher influence. While our understanding of ISPs informed our modeling, we followed
established procedures for developing UML diagrams to reduce the risk of systematic errors.
Furthermore, having a researcher evaluate the model without participating in the modeling activity
helped us to critically examine these interpretations.
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5.4 Future Research

The contributions and limitations discussed above open new avenues for future research. In order
to assess and ensure the actual transferability of the conceptual model, further research must extend
beyond the current sample of ISPs. This expansion should involve ISPs from a broader range of
organizational sectors and countries. Validating the conceptual model against ISPs from
organizational sectors that may feature other security threats, governance structures and regulatory
pressures is important. Exploring ISPs from other countries potentially introduces variation in
legal frameworks and language practices. The latter is important, because language is not simply
a medium of translation. Language carries structure, nuance, modality and performative elements
that may differ significantly across linguistic contexts. For instance, modal verbs, directive
phrasing, and the use of obligation versus permission language may differ between languages.

The conceptual model also needs further evaluation in real-world settings, for instance, through
a case study involving a new set of ISPs. One way to do this is by applying additional quality types
from the SEQUAL framework. For instance, this involves addressing social quality and pragmatic
quality. Regarding the latter, it includes social pragmatic quality (to what extent people understand
the model) and technical pragmatic quality (to what extent tools can be made that can interpret and
potentially act based on the model). Further research should investigate the technical pragmatic
quality of the conceptual model by assessing its use in developing a dataset in which ISP
statements are classified according to the model, and their communicative quality is evaluated
using the quality criteria. The latter could be achieved, for instance, by operationalizing the quality
criteria into a scoring system, where each ISP statement in the dataset is given a quality score. The
technical pragmatic quality is particularly important, given our ultimate goal of creating high-
quality ISP datasets to refine LLMs.

6 Conclusion

In this study, we developed a conceptual model of information security policies (ISPs) using
speech act theory as a theoretical lens. The long-term idea is that it will be used to fine-tune large
language models (LLMs) or develop a RAG solution to improve ISP content. To develop the
model, we applied conceptual modeling and document analysis to 600 ISP statements from ten
ISP documents within the British National Health Service. The quality of the developed model
was evaluated using the SEQUAL framework, focusing on physical, empirical, deontic, and
semantic qualities. The evaluation identified potential areas for further refinement. For instance,
the semantic quality of the conceptual model can be enhanced by adding associations between
Employees and Commissives, and Directives ISP statements. The final conceptual model, which
incorporates these improvements, comprises 21 classes, with six specifically addressing the quality
of ISP statements as speech acts. This model has the potential to serve as a valuable input for
LLMs to enhance ISP content, ultimately improving its effectiveness in guiding employee security
behavior.
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