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Abstract. Analysis of user behavior models based on user session data can be
conducted using clustering (or community detecting) algorithms that do not
require a predefined number of clusters. An unknown number and quality of
potential behavioral models, non-efficient utilization of memory and processing
units, and a large amount of data are the main difficulties developers could meet.
Besides, the suitability of clustering algorithms for the task highly depends on the
characteristics of datasets and still requires additional research. The first step and
the goal of this research is to analyze the capabilities of the clustering algorithms
in order to determine more promising ones and techniques able to minimize
computing resources while solving the task. During the research, the properties
of algorithms were analyzed through a literature review and also experimentally.
It was found that, although the algorithm’s suitability is theoretically proved,
experiments could show unsatisfactory results. Therefore, a certain trade-off
analysis and problem-specific modifications of original processing must be done.
As aresult, the clickstream clustering method of the Louvain clustering algorithm
and the modified Longest Common Subsequence algorithm showed more
appropriate results in detecting the well-clustered user behavior models based on
user sessions data. Thus, these algorithms are suitable for the further development
of the detecting method.

Keywords: User Behavior Model, Session Similarity, Community Detection,
Parallel Algorithms, Distributed Algorithms, Scalability.

1 Introduction

Digital transformation in different business fields opens new analytical opportunities. One of the
beneficiaries are customer-related processes. Modern information systems store large datasets of
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recordings of users’ activities during user-system interaction sessions. These datasets may be used
for further analysis of users’ behavior, for instance, for searching similarities in users’ session
activities in order to group them and propose a behavioral model for each defined group. Further,
these models can be applied for analysis of anomalies in behavior of users belonging to certain
groups or to provision better services for a certain group of users.

However, there are several issues related to the processing of this kind of data from a technical
point of view. The first general issue is that data in the datasets usually are anonymized and contain
only sequences of users’ activities performed at some time points. This means that the number of
potential behavioral models is unknown. The second issue is that the number of logged activities
Is quite large, and processing would require high computational resources that are additional costs
for the enterprises. A good illustration is the example considered in this article, where real log data
from an existing information system can constitute more than one million users’ sessions per day.
Therefore, processing these data for the indicated purpose has its specificity.

From the scientific point of view, there is no “silver-bullet” method for processing users’ session
data in order to determine user behavior models (as explained in Section 3). The existing methods
and approaches are very task-specific, and selection of the appropriate techniques for processing
is essential. Thus, the research question stated is what method and, correspondingly,
implementation algorithms can be helpful in analysis of session activities data and grouping them
accordingly to the dynamically determined “user behavioral models”, i.¢., clustering them taking
into account the potential volume of data, unknown number of clusters, and necessity to make the
analysis of data “efficient” and to assure that received results are “adequate” to the reality. The
term “efficient” here means less processing time within the less expensive computational
configurations. The “adequacy” is based on the expert’s assessment of quality of determined
clusters, i.e., whether they are meaningful or useless.

The goal of the research presented in this paper is to find out what clustering (or community
detection) algorithms currently used for processing large, anonymized datasets are more promising
for overcoming the indicated issues in satisfying the needs mentioned.

In order to achieve the goal, we have followed the Design Science Research Methodology
(DSRM) suggested by Hevner et al. [1] especially for the creation and evaluation of digital artifacts
designed to solve real-world problems (details are provided in Section 2 of this article). We have
determined three iterations, and the results presented here correspond to the first iteration. By
performing the review of existing related work and practical experiments on the selected
algorithms and experimental datasets, we have determined that the most promising combination
of algorithms is our modification of the Longest Common Subsequence (LCS) algorithm for
calculating session similarities and the Louvain for clustering user sessions by similarity based on
common activity sequences. Although the execution time here is 4 times slower than in case of
agglomerative clustering, the machine learning (ML) model obtained satisfies the requirements
that come from the dataset characteristics and the domain experts.

The article is organized as follows. Section 2 contains explanations of the research framework
and procedure. Section 3 represents the literature review results and discussion on the selection of
algorithms for experimental activities. Section 4 contains a presentation, analysis, and discussion
of experimental results, and Section 5 concludes the paper with the main findings and intended
further research steps.

2 Research Framework

2.1 Overall Process and First Iteration
As mentioned in the introduction, the research methodology used in this project is Desing Science,

suggested by Hevner et al. [1], which has got quite large recognition in the researchers’
communities. We have adopted this methodology for the investigation of the stated problem.
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The general framework of the research project is illustrated in Figure 1. The current
implementation of grouping users based on their real behavior in the system uses a predefined
number of groups (clusters) suggested by domain experts [2]. Therefore, the constructed
behavioral models of users are quite general and make analysis of a user behavior inaccurate.
Moreover, the current solution is not able to process large sets (approximately one million of new
records of user sessions per day) of application-level data in a reasonable manner for small and
medium size enterprises (SME). The final target of the research is a Machine Learning (ML)
method developed for application-level data analysis in order to determine real behavioral models
of users based on sequences of their session activities. The models determined must be useful for
further analysis of users’ behavior. The method developed must be applicable for everyday
analysis of new data of approximately one million records of user sessions per day (as mentioned)
within the least computational resources possible without losing quality of the result. This method
is planned to be used as a part of the monitoring systems of users’ interaction with the information
system.

Environment Design Science Research Knowledge Base
Application Domain Develop Foundations
. ML based method for constructing a
People: - e + Web Usage mining methods on
+ UX analytics; IS security manager. behavioral model of IS users based on Application Level Data:
Organiza(ions&Tthnology: similarities of sequences of user CEIPSIE‘HH (communit ’detectlon}
+ web-based IS with large datasets of performed activities in sessions. & Y
anonymized user activity data that are algorithms based on the:
dedicated for analysis of users' behavior - processed data characteristics;
Problems: - processing approach;

+ not always relevant grouping of user
sessions that is indicated by an expert,
- too general behavioral models of users

- detecting techniques;
- detecting approaches.

activities; » Computing:
+ inability to process large datasets, i. e., Relevance cycle Rigor cycle - parallel;
1 min of user sessions per day. + Requirement| * Method - distributed;
Opportunities: ons - scalable.
« construct a behavioral model of users - Case study - Algorithms
activities based on similarities of their ‘;F_I';miw » State-of-the
interaction with the IS; artselutions
+ get more accurate grouping of users \‘(
sessions based only on real data and not
expert's assumptions or user's metadata;
+ compute large datasets of users'
sessions using distributed, scalable . Methodologies
computation. Evaluatlot? « systematic literature review;
« in future: get more accurate results in « analytical; .
evaluation of a user’s journey, and/or of = experiments in lab (TRL4 -> TRL5); - validation criteria;
analysis of anomalies in users' behavior . case studies (TRLS -> TRL 8). « cluster analysis methods (e. g.,

silhouette analysis).

Applications to the knowledge base 4,

Figure 1. The general framework of the research project (TRL — technology readiness level)

Applications to the appropriate environment

The preliminary analysis of the existing knowledge base resulted in the conclusion that the
required method should be a part of the web usage mining methods on application-level data and
should leverage existing implementations of clustering methods. The implementations should
show satisfactory results in terms of data processing time, quality of communities, and reasonable
usage of computational resources. Therefore, scalable, parallel, and distributed computing is at the
general research focus, too.

The relevance of the research results is to be evaluated analytically, as well as experimentally
in the lab and in case studies achieving in such a way the technology readiness level (TRL) of the
method from TRL4 to TRL5 to TRLS. Evaluation results are planned to be achieved as a result of
the literature review and analysis of the results obtained experimentally by using the developed
validation criteria, e.g., Silhouette™ analysis for quality of grouping.

As a final result of the research project, we plan to extend the knowledge base with the new ML
method for detecting users’ behavioral models, knowledge about the application of the existing
clustering algorithms in distributed scalable environments, and knowledge about implementations
of the state-of-the-art clustering algorithms for distributed and scalable computation.

The entire research process planned consists of three iterations. The objective of the first
research iteration (what results are presented here) is to determine integral parts of the method,

T https://doi.org/10.1007/978-3-030-52348-0_2
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i.e., algorithms that could be beneficial for clustering large, preprocessed datasets efficiently in
terms of time, computational resources used, and quality of clusters in case if an expected number
of clusters is unknown (Figure 2). The task of the first iteration is to evaluate the existing
implementations of the selected algorithms on the synthetic data and anonymized and
pseudonymized datasets from non-production environments in order to combine the most
beneficial algorithms within the ML method in the next iterations. The first iteration findings are
to be applied in the second iteration to check the algorithm properties in distributed scalable
environments on full datasets and to develop a machine learning (ML) based method for efficient
clustering of new daily collections of user sessions according to detected behavioral models of 1S
users. The third iteration is dedicated for development of a prototype that implements the methods
tested in the lab and validation of it in the environment similar to the real one. In this article we
are focusing only on the results of the first iteration.

Problem: what Design and Demonstration: Evaluation: Communication:

approach to use for
processing large
datasets of user
sessions and detect
disjoint communities
(clusters) of
satisfactory quality
efficiently.

Objective of a
Solution: determine
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efficiently in terms of
time, computational

—

Development:

1. Prepare dataset of
user sessions typical to
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2. Find existing
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modify
implementations of

perform computing
with the selected
algorithms/approaches
on experimental
datasets of 10,000 and
100,000 records of

j==pp actions on a single CPU

processor and a single

—>

Determine metrics that
allow evaluating the
operation of
algorithms/approaches
in time and resource
efficiency as well in
terms of quality of the
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—
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- theoretical;
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the algorithms /clusters.
within/beyond
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GPU processor.
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— 8 —

experiments
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Figure 2. The 1st iteration of the research project

2.2 Dataset Requirements to Selection of Algorithms for Potential Solution

Requirements for the potential solution, i.e., combination of algorithms, follow from the goal and
characteristics of the datasets. The dataset we operate with is a set of records of actions performed
by an anonymized user during its interaction session (30 minutes) with the system. We are
interested in searching for similarities of sequences of user session actions and cluster them to
determine user behavioral models. Since the number of clusters is unknown, i.e., we are unaware
what is the expected number of well-formed clusters, we are looking for a method or an algorithm
that is able to detect a minimal number of clusters of the best possible quality for the given datasets.
This problem is similar to the community detection problem in a network, where it is necessary to
“identify all communities in a network” [3]. A community “can be defined as a group of similar
sets of entities, which are closer to each other in comparison to other entities of the dataset” [4].
In other words, community detection is a process of searching for a set of similar entities [4].
However, a community in our case does not include any content-related information, just user
activities done within a session. Hereinafter, when we refer to “a cluster” or “a community”, we
do refer to one and the same concept.

Surveys performed in recent years indicate that a large amount of recent research in the field
focuses on querying communities on heterogeneous information networks [3], [5], [6]. However,
we treat all the “nodes” as the same type and are not interested in additional semantic information.

The community structure also can be quite complex, being disjoint, overlapping, hierarchical,
and local [5]. In the given research, our aim is to detect disjoint communities without hierarchical
characteristics and localization.

As indicated in [7], community detection can be implemented according to the time slices or
incrementally. The idea is that such implementations allow considering the dynamic nature of
network data. Although, in our research project, real-world data are increasing per 1 million

58



sessions per day, and, in reality, we will face the dynamic nature of communities, in the first
research iteration, we treat data as static for each separate dataset and assume the upper limit as
100,000 user actions.

3 Selection of Algorithms For Detecting Users’ Behavioral Models

The first step to be done according to the design and development phase (Figure 2) is to get an
answer to the question “What methods and algorithms are used for detecting users’ behavioral
models in other research?”. Therefore, the results of the review of state-of-the-art methods and
algorithms mentioned as applicable for the same or similar problem are presented in this section.

3.1 Classifications of Clustering Algorithms

In essence, a method for detecting behavioral models based on user session similarities is a task of
community detection. Community detection or network structure detection is a process of division
of nodes “in a network into groups where the nodes in a group are densely connected whereas
nodes in different groups are sparsely linked” [6]. In other words, it is mining a network or graph
structure. Therefore, this opens wide application of community detection algorithms that may be
differently classified.

For instance, the source [6] suggests classification based on the processed data characteristics:

e The algorithms without node semantics or attributes include hierarchical clustering,
modularity optimization, spectral clustering, and statistical inference.

e The advanced semantic-based algorithms are multi-objective, matrix factorization, and
Bayesian models as well as deep learning.

e The algorithms that depend on the models used, namely, learning-based methods, e.g., model-
based generative methods and the graph convolutional network that uses a convolutional
neural network.

Another classification is suggested in [8], where algorithms are divided by the processing
approach into agglomerative and local movers. As it is clarified by the authors, the agglomerative
algorithms merge pairs of communities until expected community quality is achieved. In contrast,
local movers try to achieve the expected quality by moving a node to the community of a neighbor.
Label propagation algorithms belong to the local node movers.

Another algorithm classification that uses the detecting techniques as a splitting criterion
indicates divisive, agglomerative, and optimization-based [9] classes of algorithms. Thus, divisive
algorithms go from a complete network to the smaller communities by sequential division of the
network. The agglomerative algorithms consider each node as a unique community at the
beginning of the processing and iteratively combine nodes into a larger community. The
optimization algorithms use an optimization function to find the optimal solution for a pre-
specified objective.

Another classification of community detection algorithms based on the detecting approaches
used indicates three basic approaches [10]:

1) the top-down approach that starts from the graph representing the entire network and then
applies its division to form communities;

2) the bottom-up approach that uses local structures and expands them to form communities;
3) the data-structure-based approach that converts the entire network into a data structure and
then processes it to detected communities.

As the authors in [10] note, although the top-down approaches are well-adopted for the
community detection task, they could produce too high overlapping among communities and delay
processing data. In our research, we are not interested in detecting overlapping communities, but
quite the opposite — we are interested in detecting disjoint communities. In their turn, bottom-up
algorithms have a linear complexity (for optimization and label-propagation techniques) [9], [10]
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that makes them preferable for community detection, but they could fail in detection of very small
(even well-defined) communities due to the expansion method used. For the given problem
statement, this weakness could be considered as unessential. The agglomerative algorithms [10]
and genetic algorithms [11] are representatives of the data-structure-based approach, and usually
a tree form is selected there. The potential problem of these algorithms is high computation costs
that usually is solved by carefully implemented parallelism.

The source [4] indicates more detailed classification of the algorithms based on the detecting
approaches such as: traditional, statistical, node betweenness centrality based, spectral partition,
tree structure, hierarchical, graph partition, and cohesive sub-graphs. There are also algorithms
that calculate the edge betweenness centrality and try to achieve the better values of modularity Q
[12].

Therefore, after summarizing published classifications (Figure 3) we can conclude, firstly, that
at present there is a lack of the only “valid” classification, and, secondly, classification criteria are
just properties of existing algorithms which they may share.

|Classwfications of Clustering (Community Detection) Algorithms

. ) based on the processed based on the based on the based on the
classification criterion e N .
data characteristics processing approaches detecting techniques detecting approaches
agglomerative
classes
without node advanced depending local optimization [divisive bottom-up top-down data-
semantics or semantic- on the movers based structure-

attributes based models based

algorithms used

Figure 3. Classification criteria for clustering algorithms

In this research, we do focus on the group of algorithms that process data without semantics (or
attributes) of nodes and edges, since, first, while analyzing users’ session data we do not consider
any additional semantics of nodes, and second, learning-based methods are less suitable to our
approach due to a lack of heuristics and statistics as well as computational resources for learning
models. Then, we would focus on algorithms that calculate node betweenness centrality, as it is in
the case of agglomerative algorithms, or similarity of nodes, as it can be in the case of divisive or
optimization-based algorithms. The edge-betweenness algorithms are excluded from the research
since they consider edge weights to be distances, not connection strengths, which contradicts with
the meaning of weights in our datasets. Thus, we do not limit the processing approaches as well
as detecting techniques and approaches in the algorithms under consideration if they belong to the
algorithms that process data without semantics of attributes.

3.2 Existing Clustering Methods and Algorithms: Results of Related Work Review

By formulating properties to methods/algorithms we are searching for, the following research
questions are stated:

e What activities and corresponding algorithms are used in the similar method implementation?
Are there publicly available versions of the algorithms used?

e Is this method/algorithm scalable? Is its implementation with parallelization available?

e What experimental results are achieved? Are they useful for the given research?

3.2.1 Literature Search and Selection

The search for the information sources was started from the IEEE Xplore where keywords used
are (“All Metadata ”: “community detect* ) AND (“All Metadata :application* data) NOT (“All
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Metadata ":overlap*), and continued with the Google Scholar for discovering additional sources
about specific aspects. In this research, we have searched for results published from 2014 up to
2024 in English. The sources found were first filtered by the relevance of their titles and abstracts,
and then by the relevancy and quality of the content. Since the goal of this research iteration is to
analyze algorithms that detect disjoint communities, we excluded sources focused on overlap,
hierarchies, and localization of communities. Besides, we do not consider processing dynamic
graphs and networks but put our focus on static ones. The query returned 553 relevant information
sources available in IEEE Xplore that include early access articles — 1, books — 2, magazines — 9,
journal articles — 171, and conference papers — 48. After the first round of filtering by analyzing
the overall relevance of the content, the number of sources decreased to 81, where 1 is a book, 2 —
magazine articles, 30 - journal articles, and 48 — conference research papers. Finally, only 15
sources that satisfied the requirements stated in Section 3.1 were selected for further analysis. The
initial number of sources was extended by searching in Google Scholar for relevant newer sources
or those of providing more details for further analysis.

3.2.2 Methods and Activities for Clustering Data by Node Similarity

The results of searching for facts to answer the question about methods and activities used are
illustrated in Table 1. The analysis of the literature showed that the 1st step in methods that use
weighted graphs is the calculation of similarity between nodes in the network, i.e., between
vertices in the graph. The meaning of similarity differs in the approaches since it depends on the
nature of the data and the task set. For instance, community discovery based on user behavior
similarity may include such sub-activities as pre-processing text data, mining the topic feature
according to the Latent Dirichlet allocation (LDA) [13], extracting the user behavior information
and the user topic feature words, and increasing the attribute characteristics of the user behavior
similarity [14]. Besides, similarity can be used both for determining only the fact that a relation
between nodes does exist and also — for determining the weight of this relation [15]. In the latter
case, one speaks about weighted networks (graphs) where each weight “encrypts” semantic that is
very important for grouping. Another activity mentioned as the 1st one after data pre-processing
and transformation is the calculation of Jaccard Distances for different types of interactions [16].
Since, in the given research context, we do not have any type of interaction between sessions, this
activity, in its straight meaning, is not applicable. However, the Jaccard distances can be calculated
for action sequence alignment, where the calculation will be focused not on the interaction but on
the same concept of similarity as in Al. Additionally, the final activity mentioned is the exact
clustering or community detection that could be performed by applying different modifications of
existing clustering techniques.

Table 1. Activities frequently used for community detection

. Depends —

Activity on activity Description

Node similarity is calculated after pre-processing user or node data, e.g., it
Al. Calculate node can consider content generated by user [14], connection [14] or social [15]
similarity relationship, behavior similarity, common neighbors [17], node attributes

[18], clickstream [19], sequence alignment [20] and so on.
AZ2. Calculate Jaccard After the initiation of Jaccard Distance, the weight of edges is calculated for
Distances for different different types of interaction with a set of star graphs and initial values are
types of interaction correspondingly updated [16].
Communities are detected by using one or another clustering algorithm
A3. Cluster / detect [14], [15], [16], [17], [18], [19], [20],[16] that gives more satisfactory
- Al, A2 - . : : .
communities results. The satisfaction of the results is determined by an expert using
closeness to the expected values of selected metrics.
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Thus, for the given problem, we can determine two main suitable activities: node similarity
calculation and clustering in weighted data structure. Since the result of similarity calculations in
most cases is represented as a mathematical weighted graph, we focus on different kinds of graph-
based clustering.

3.2.3 Algorithms for Calculating Node Similarity

The formal definition of “similarity” is given by Lin [21] and incorporates three intuitive
definitions based on two phenomenon comparison: commonality, differences, and identity. At
present, plenty of node similarity determination algorithms and similarity measures exist [22], e.g.,
algorithms can be based on profile matching, link prediction, sequence alignment, classification,
and information retrieval. In networks, similarity metrics can be node-based, neighbor-based, path-
based, and random walk based [22]. Since the experimental datasets do not contain structural
information about relations with node neighbors or paths among nodes but rather reflect the
internal dynamic aspect of each node, we cannot use algorithms that calculate the “external”
similarity values between every pair of nodes like, for instance, the SimRank [23]. In the given
case, similarity determination is based on node features information that is a certain sequence of
user actions within a session.

Node-based similarity algorithms can range from a general, where a classical problem of vector
(string) similarity is considered, to a more specific one, where node attributes are used. Since each
record in the given datasets is a single user action within a session, then each session can be
considered as a node whose internal structure can be expressed as a vector of a sequence of user
actions. This means that the task is reduced to calculating similarity of sequences.

Analysis of the publications found (Table 1) concluded with the determination of two methods
applied for a similar context. They are the Clickstream clustering [19], [24] and the Agglomerative
clustering [20] methods. Algorithms applied for calculating a similarity between action sequences
in the Clickstream and the Agglomerative methods are the Longest Common Subsequence (LCS)
and Matching ratio calculation, correspondingly. The LCS is mentioned in the methods for
detecting clickstream-based clusters in user behavior datasets. The Matching ratio calculation uses
sequence alignment for clustering. The applicability of these methods for the given problem has
been compared under certain conditions (Section 4.3).

3.2.4 Algorithms for Clustering or Detecting Communities

The overview of the selected literature sources allows us to identify the most promising clustering
algorithms that we decided to use for further experimentation. The algorithms were grouped by
the detecting approaches and detecting techniques (Section 3.1) as follows.

Data-structure-based algorithms presented in the literature sources apply mostly agglomerative
and optimization detection techniques (described in more detail below):

o Agglomerative detecting is represented by the Girvan-Newman algorithm and its derivatives,
UBSM algorithm, CNM algorithm, CLU_TBB, and DBSCAN.

e Optimization detection is represented by MENSGA, HGT (hybrid genetic algorithm and tabu-
search) and Distributed Genetic Algorithm.

Agglomerative detecting per se has advantages in calculating speed and the ability to deal with
large datasets. Therefore, this group of algorithms raises high interest in similar research work.

Girvan-Newman algorithm (proposed in 2002 and 2004) is based on node betweenness
centrality [14]. It was the first that introduced the community merging until the module degree Q
(the modularity of modules). Modularity is a function to quantify the quality of the detected
community structure in binary networks [12], [15]. In the general case, this algorithm calculates
betweenness centrality and iteratively eliminates edges that “have the highest number of shortest
paths between nodes passing through them” [25]. There are publicly available implementations of
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this algorithm?#, but we could not find any implementation that uses parallelism. The operation of
the algorithm is based on betweenness centrality and does not apply similarity. For the given
research, it would require significant modifications without visible benefits.

The UBSM algorithm [14] is based on node similarity. The similarity between nodes is
introduced and improved, including user-generated content. The modularity function is redefined.
We have not found any publicly available implementations of this algorithm. Besides, the
algorithm proposed uses very specific similarity calculation. Thus, it was not further investigated.

A globally greedy hierarchical agglomerative method CNM [8] also uses the concept of
modularity. This is a hierarchical algorithm that was validated by a dataset of 400,000 vertices and
more than 2.5 million edges. The maximum value of modularity achieved is 0.745 [26] that is
considered a satisfactory result. The authors indicate that similar sequential multilevel calculations
may combine agglomeration with refinement techniques. However, we have not found any
publicly available implementation of this algorithm and excluded it from further investigation.

The CLU_TBB algorithm suggested by Fagginger, Auer, and Bisseling in [27] is an
agglomerative modularity maximization algorithm [8] with an implementation for both the GPU
(using NVIDIA CUDA) and the CPU (using Intel TBB). The authors note that agglomerative
clustering advantages are achieving the high modularity of clustering in a small amount of time.
During the authors’ experiments, the CLU_TBB showed better results (in terms of speed) than the
parallel Louvain [8]. However, another algorithm of a similar type called CEL showed worse
results than the parallel Louvain [8] under the same conditions. Therefore, we can conclude that
the important point for this type of algorithm is also implementation of parallelism. However, we
did not find source code of the CLU_TBB; just pseudocode is presented by the authors.

And the last promising representative of the agglomerative algorithms found is DBSCAN
(Density-Based Spatial Clustering of Applications with Noise) [28]. The idea is that the network
members are classified to core members of the groups and less active members of the groups
represent borders of them. The third layer represents outliers or noise — that is, members without
influence in the group. The number of clusters will be equal to the number of core elements. For
clustering, DBSCAN applies principles of Girvan-Newman clustering algorithm. Pseudocode for
optimized version is presented in [29], but only the source code of the unoptimized DBSCAN is
available in C™ and Python'?. The parallel version of the algorithm also exists [30] and is
published**. However, the algorithm’s available implementations do not apply edge weights while
propagating labels and would require additional modifications and research. Therefore, this
algorithm is excluded from further experiments.

While searching additional literature, we have found another algorithm of this type whose
implementation considers similarity values — the Agglomerative Hierarchical Clustering [20] —
that was applied for a similar task, i.e., to clustering based on the sequence alignment. Since this
algorithm also considers similarities of nodes, i.e., weights, we have found its implementation and
taken it for further research (Section 4, Table 2).

Optimization detection in data-structure-based algorithms is represented by genetic structures.
MENSGA [31], HGT (hybrid genetic algorithm and tabu-search) [12], and Distributed Genetic
Algorithm [11] are so-called genetic algorithms. The basic idea of genetic algorithms is in the
optimization of the modularity function for populations created on the basis of node similarity.
The first critical component is a principle used for coding population chromosomes. Within the
given problem, discovering this principle for a sequence of user actions could be challenging, as
well as applying the suitable mechanism for generating the initial population. Moreover, there are
many design parameters such as population size, total number of generations, probabilities of
application of crossover, and mutation operators. All these factors increase the complexity of

¥ https://memgraph.github.io/networkx-guide/algorithms/community-detection/girvan-newman/
§ https://neo4j.com/docs/graph-data-science/current/algorithms/modularity-optimization/

** https://github.com/gyaikhom/dbscan in C

1 https://github.com/choffstein/dbscan in Python

H https://pypi.org/project/dbscan/ (parallel version)
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adequately mapping real semantics of data to population chromosomes to the required task.
Besides, the presented genetic algorithms show similar or a slightly worse results than the Louvain
algorithm [12] and were not verified on large datasets. In turn, the Distributed Genetic Algorithm
was developed using the original distributed encoding technique to decrease computation costs.
The experiments showed that approximately 30 million triplets (data structure elements) can be
clustered by 47 min on 6 machines with an average number of threads of 40 per machine node.
The results achieved prove that parallel and distributed computation is possible for genetic
algorithms, but the results received are not overwhelmingly better than those shown by other
algorithms. Respecting all the mentioned facts, the genetic optimization algorithms are excluded
from further investigation.

Bottom-up algorithms for graph-based representations apply the optimization techniques and are
represented by the Louvain algorithm (a.k.a. Fast Unfolding algorithm) and Weighted Label
Propagation Algorithms (WLPA) with the optimization.

The Louvain algorithm is a locally greedy hierarchical (bottom-up) clustering algorithm [8],
[14] based on the modularity function proposed by Newman as the objective function. The newer
algorithm’s versions not only use node labeling but also take weights into account. Thus, the
Louvain can be useful to graphs with calculated similarity. Authors in [8] suggested parallel
Louvain Method with Refinement. The algorithm has high computational efficiency and is
appropriate for processing large-scale networks [14]. The steps of the algorithm are simple and
intuitive, easy to implement [14], that is proved by multiple available implementations in code.
Parallel implementations of the algorithm also are available®® [8], [32]. Multiple authors [4], [14],
[8], and [32] indicate the Louvain algorithm may be most valuable for the researchers working on
the community detecting task due to its ability to provide relatively good performance even when
the number of nodes and edges increases. Therefore, this algorithm is taken for further research.

The Weighted Label Propagation Algorithms (WLPA) with the optimization [33] implement
the idea to group nodes by labeling them similarly around the node with the strongest relations
with its adjacent nodes. The optimization should find a balance between performance and accuracy
that is not presented in different earlier versions of WLPA [33]. The improvement can be made by
setting labels initially in accordance with the node weights. Then, a vertex with a larger weight
would tend to have strong connections to propagate labels. The authors have presented just a
pseudocode of the optimized version, and the availability of a parallel version is unknown.
However, available implementations of Label Propagation Algorithms are not suitable for the
given task since does not consider edge weights. Therefore, this type of algorithm was excluded.

Top-down algorithms for graph-based representations are represented by MeTiS, an algorithm
that uses divisive detecting technique. The MeTiS algorithm is a graph-partitioning algorithm that
splits a graph into sub-graphs with a high density of relations inside each subgraph and a low
density among subgraphs. Because of this property, it is possible to process subgraphs in parallel.
Sequential versions (e.g., [34]) and parallel implementations (e.g., ParMETIS™) are available.
The ParMETIS extends the functionality of the sequential MeTiS by including routines specific
for parallel computations [35] and large-scale numerical simulations [36]. However, the MeTiS
and its parallel version require indicating the predefined number of clusters that contradicts the
stated requirements. Therefore, this algorithm also was excluded from the further experiments.

4 Experimental Analysis of Selected Methods and Algorithms

4.1 Design of Experiments and Evaluation of Results

Based on the analysis of literature and identified activities (Table 1), as well as limitations to the
task — to use unsupervised learning, we have concluded that the experimental part is to consist of

88 https://jp-tgdocs.netlify.app/graph-ml/current/community-algorithms/louvain-method-with-parallelism-and-refinement
*** https://github.com/KarypisLab/ParMETIS
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three steps — data pre-processing, pattern discovery, and pattern analysis (Figure 4), accordingly

to the web usage mining tasks.

Web Usage 1. Pre-processing: 2. Pre-processing: 3. Pre-processing: 4. Pattern 5. Pattern
Mining tasks data cleaning session identification data conversion discovery analysis
I I 1 I I
| | 1 I 1
[ A 4 \ A 4 A 4
1.1 Exclude isolated 2.1 Define the concept 3.1 Divide actions by ﬁa\culate session swm\lamy\ 5.1 Evaluate the
records (that do not of a "session". sessions. values and represent them as a performance of the
belong to any session). 2.2 Assign a session 3.2 Createa similarity matrix for selected clustering process.
1.2 Pseudonymize, identifier to each dictionary for datasets: 5.2 Evaluate the
Tasks Of anonymize data if activity record. memory utilization ) 10,000 records of each dataset resource utilization of
experimenm/ necessary. and time b) 100,000 records of two datasets the clustering
1.3 Create full datasets. minimization while 4.2 Transform the similarity matrix process.
phase 1.4 Extract datasets processing additional into a graph 5.3 Evaluate the
with 10,000 and information about 4.3 Cluster the graph quality of the
100,000 actions structural units or produced clusters.
correspondingly from subsystems.
the full datasets. \ /
Expected Datasets: 1

+ actionRowOperatorSimplified
+ lvpDevUserActions2023
+ actionRowDesigner

/

Similarity matrices for experimental
atasets of NxN size, where N is a
number of records in the dataset

result

‘L
f Measurements of
Clusters for three dataﬂ evaluation criteria

Figure 4. Task flow of experimental phase

Data pre-processing includes cleaning, session identification, and conversion (Section 4.2). The
three main activities performed after pre-processing data are a calculation of session similarities,
forming the similarity matrix, with its further transformation into a graph in order to select the
similarity calculation algorithm (Section 4.3), and clustering the graph with its further evaluation
in order to select the more suitable clustering algorithm (section 4.4).

In order to evaluate suitability of the candidate algorithms, we have planned the following set
of experiments for two methods mentioned in the sources [14] and [20], i.e., the Clickstream
(where MeTiS is substituted with the Louvain) and the Agglomerative sequence alignment,
correspondingly:

1. Calculate session similarities and create the corresponding similarity matrix for a synthetic
dataset of 10,000 user actions using Longest Common Subsequence (LCS) and Matching ratio
calculation. For each algorithm, evaluate the performance without and with performance
improvement techniques, if applicable. Measure the execution time in seconds.
Transformation of the similarity matric into a graph or input format required to the clustering
algorithm is not evaluated since this operation is sequential and cannot drastically affect the
performance and resources utilized.

2. Evaluate the performance and quality of clustering for selected algorithms: the Clickstream
with the Louvain and the Agglomerative Hierarchical Clustering for datasets of 10,000 and
100,000 actions without time. Dataset names are indicated in Figure 4. Note that the expected
result is the minimal number of well-formed clusters. Accordingly, as mentioned in [8], cluster
sizes also can be taken for clustering quality evaluation.

3. For the most promising method, consider how the performance and quality of clustering
change if time is added to the datasets.

Evaluation of the performance of algorithms is based on the calculation of the time ratio per
action for the mentioned datasets. Time ratios, as indicated in [8], [4], and [10], allow making the
prediction on execution time required for other sizes of dataset objects or execution threads.

Evaluation of the quality of clustering is not so straightforward. In disjoint community detection,
the goal is to group the nodes in the network (or graph) in a way that “maximizes the similarity of
the nodes within one cluster while maintaining the dissimilarity between different clusters” [37].
As the authors mention, one of the main challenges is to determine the number of clusters that
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achieve this goal beforehand in the case of clustering algorithms with a pre-defined number of
clusters. However, it is also true for cases when one needs to determine whether the number of
clusters determined by an algorithm is satisfactory. In other words, when it is necessary to see are
the clusters determined optimal for the given dataset. Therefore, it is necessary to have proper
quantitative measurements for formal evaluation of the result when expert’s pre-defined structure
(the ground truth) is unavailable.

Clustering Validity Indices (CVIs) can be internal and external [4]. The external indices
compare the a priori known results with those coming from the model (actual results); in turn, the
internal ones are used to measure the quality of actual clusters without having a priori known truth
[38], reflecting their compactness, connectedness, and separation. The metadata communities
usually are considered as the ground-truth for the external indices such as Normalized Mutual
Information (NMI), Recall score, Precision score, F1-measure, etc. [39]. Therefore, since the
ground truth labels are assumed to be unknown in our case, the evaluation can only be performed
using the model results itself, i.e., by the internal measurements. The optimal number of clusters
can be determined based on an internal CVI and further analyzed by an expert (knowing the
general requirements of the result).

There are many widely used internal indices for searching an optimal number of clusters, for
example, Silhouette index, Davies-Bouldin index, Calinski-Harabasz index, Dunn index,
RMSSTD index, and so on [38]. The question is how to understand what validation index is most
suitable for the given datasets if it is known that they can even contradict each other [40] or show
incorrect results [38], [40], [41]. As the authors mentioned in [40], there are several attempts to
provide a general framework for selecting one or another index. However, they are not yet
completely validated to be considered for industrial research. We analyzed our datasets and
concluded that the Silhouette index is appropriate. The main advantage of its using is a low
computational complexity and simple interpretation rules [41].

The Silhouette index (Silhouette coefficient) proposed by Rousseeuw [42] is a technique that
represents each cluster by a “silhouette”, which is based on comparison of clusters compactness
and separation. When a cluster contains just one element, the coefficient is assumed to be equal to
zero. The general evaluation of the coefficient lies in [-1, 1]. The silhouette of a cluster is a plot of
coefficients of its elements ranked in a decreasing order [42]. The result of clustering is evaluated
as better, as higher are the coefficients of clusters (or the average silhouette width).

Besides, it is possible to evaluate clustering by relative metrics: a number of generated clusters,
a minimal cluster size, a maximal cluster size, an average cluster size, a mean cluster size, as well
as a number of clusters with one element (i.e., elements that cannot fit any generated clusters).
Besides, the percentage distribution of coverage of clustering size types [43] allows evaluating
empirical form for the clustering.

Therefore, metrics to be used for evaluation of clustering algorithms are the following:

Execution time, in seconds.
Execution time ratio, in seconds per session.
Number of generated clusters in units.
Minimal cluster size, in number of elements.
Maximal cluster size, in number of elements.
Average cluster size, in number of elements.
Mean cluster size, in number of elements.
Number of clusters with one element in units.
Distribution of coverage of cluster size types in percents.
Internal clustering using the Silhouette method in a range [-1, 1].
Average Silhouette width in percents.
Average positive Silhouette width in percents.
The last metric applies the modified formula of the average Silhouette width by excluding
clusters with negative coefficients.
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4.2 Data Pre-processing

Datasets for experiments include completely anonymized and depersonalized data on user actions
similar to those from the real application areas of information systems. Data are taken from the
auditing records collected in the development/testing environments and do not contain any data
that can be used for real user identification. The pre-processing included data cleaning, session
identification and data conversion steps (Figure 4). All actions of a user that occur within a half-
hour interval are assumed to belong to one and the same session. Another limitation set to the
datasets is a time unit between two actions in the session; it is assumed to be a second. In addition
to the described pre-processing, the records that do not belong to any session were excluded from
the dataset. The pseudonymization of data, where necessary, is done by substituting users’ names
with randomly selected international female names and by replacing titles of actions with other
semantically close words or numerical identifiers (of integer type) from the developed dictionary
in order to reduce the required memory resources.
For the experiments, the following pre-processed datasets are used (Table 2):

e actionRowOperatorsSimplified: It is a dataset that is collected while performing another
project and is completely pseudonymized by name substitutions. The specificity of the data is
that they simulate “data entry operators” performed actions in some IS. The number of records
representing user actions after pre-processing is close to 3 million.

e lvpDevUserActions2023: It is a dataset including user data from the LVP development
environment that are completely pseudonymized (can be considered as synthetic) and simulate
actions done by real users of portal latvija.lv. The number of records representing user actions
after pre-processing is less than 1 million. It is worth noting that there is a plan to publish this
dataset as open data on https://data.gov.Iv/lv in the future.

e actionRowDesigners: It is a dataset that is collected while performing another project and
simulates the use of “AutoCAD” software. Data includes the actions of engineering system
designers and the execution time of the actions. This is the smallest experimental dataset of
approximately 80 thousand action records.

The examples of JSON (JavaScript Object Notation) records in each dataset are illustrated in
Figure 5. As illustrated, action names (task_name, ActionName) and user identifiers (userid,
Userld) are pseudonymized.

Table 2. Datasets characteristics after pre-processing

Number of| Number of | Number [Number of[Number of| Number of
Nr Id records unique of unique sub- structural
users sessions | actions systems units
actionRowOperatorsSimplified | 2,775,493 488 173,855 169 2 45
IvpDevUserActions2023 900,545 39,443 110,081 1,318 1 3
actionRowDesigners 78,398 23 749 257 - -

d" : ObjectId("64f718eedd31442640c7df15"),

{
v_id" ObjectId( “64ed87ceb169d7499d7aedc9"),
“UserId" : “Designer 82",
"ProjectId” : "Project_825",
“UnitId" :
'S Projects\Project_@25\Drawing_896.dwg",
"ActionName" "OPENDCL",
"ActionClickTime" IsODate("2021-87
22T12:38:40.419+0000" ),
s" . NumberInt(®),
" . NumberInt(10087)

CCO63IF5681B17D5D874
2CBD736C7D3AACBBCE
{ ADGB@73B1F72A2BIACABEO126FEAB264755B7904F 36A49E
3281F4",
" : NumberlLong(2293444339),
ISODate("2022-10

" _id" : ObjectId("64fac81f485aade5ade637cl”),
" : "Eleanor”,
: NumberInt(487676451),
: ISODate("2016-01-81T@@:17:55.000+0000" ),

"subsystemn "LVP_dev_3",
“organizationname” : "Inhabitant”

} .
}
IvpDevUserActions2023 actionRowDesignersExtended

"organizationname” : "A_6@"

actionRowOperatorsSimplified

Figure 5. Examples of dataset records
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4.3 Experimental Evaluation of Similarity Calculating Algorithms

Since the research task is to determine communities in datasets and it is mostly based on the
analysis of interaction density within a group and outside a group, the interaction density can be
measured using similarities (or distance between entities) [4]. As discussed in section 3.2.2, we
have selected two algorithms — Longest Common Subsequence (LCS) and Matching ratio
calculation (MRC).

Both algorithms are checked on the synthetic data in order to clarify their performance. The
synthetic data were generated and contained only action sequences; overall, 10,502 actions and
1,000 sessions. The LCS algorithm was executed in the environment with this configuration: CPU:
Intel Core i7-6500U 2.5 GHz; RAM: 16 GB, Windows 10 x64; Python v. 3.10.6. The MRC was
executed in the environment, where CPU: Apple M2; RAM: 16 GB, macOS: Sonoma 14.4.1;
Python v. 3.10.12. The results are presented in Figure 6 (a) and explained below.

The first execution of the LCS algorithm implemented in Python without writing results onto
the disk was 23.66 seconds or 0.00225 s/action, and with writing onto the disk 33.27 seconds, or
0.00371 sec/action (Figure 6 (a), ‘LCS initial, 10502, Python’). In the case of the required 1 million
actions, it would constitute almost 37.5 and 52.8 minutes, respectively, which is not satisfactory
since the similarity must be re-calculated for every new 1 million sessions every day, where each
action record is 255 bytes long. Therefore, the time required would be more than 160 hours. The
time devoted to writing is just 28% of the overall time. Besides, memory constraints appeared to
be critical. It was impossible to store the full similarity matrix because of the problems with matrix
allocation in the memory. Therefore, it was decided to consider the conversion of data where
similarity coefficients between sessions were coded by using 1 byte (char). The results are shown
in Figure 6 (a), ‘LCS optimized, 10502, Python’. The algorithm allows improving the execution
time on approximately 20% that still is not satisfactorily.

The next improvement made was introducing the parallelism (multiple processors in the same
machine) into the LCS algorithm and to change the implementation language to faster one, i.e.,
C++. This implementation showed satisfactory results (Figure 6 (a), ‘LCS optimized, 10502,
C++’). The execution time without writing onto the disk has been reduced on 98%, but with the
writing — on 88%. Moreover, the execution itself constitutes just 12% of the overall time with

writing.

Algoritm, Action number, Execution Execution LCS on syntheticsdata and predicted execution time
language time without time with

output to file, output to & o

sec file, sec B LCS ’
LCS intial, 10502, Python 23.66 33.27 B 100000 s 1

5 -
LCS optimized, 10502, Python 18.27 2415 )
L
LCS optimized, 10502, C++ 0.36 2.94
MRC initial, 10502, Python 6.68 8.23
e
(a) (b)

Figure 6. Experiments with initial and improved implementations of the LCS algorithm

The Matching Ratio Calculation algorithm has shown better results in its original version on
Python (Figure 6 (a), ‘MRC initial, 10502, Python”) but could not overcome the parallel LCS in
C++. The parallel version of MRC was not found.

Therefore, the predicted time for 1 million synthetic actions would be approximately 4.5 hours
for LCS optimized in C++ and 13 hours for the initial MRC.
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4.4 Experimental Evaluation of Clustering Algorithms

After calculating the similarity matrix, we have experimented with the selected clustering methods,
namely, the Clickstream Clustering (hereinafter, Clickstream) and the Agglomerative Sequence
Alignment (hereinafter, AggSA) that use the Louvain and Agglomerative Hierarchical Clustering,
correspondingly.

Before the experiment, it was assumed that only similarity values greater than 0.5 would be
included in the similarity matrix to compose a graph for clustering. It allows for reducing the
execution time significantly. Python programming language was selected as the implementation
language due to existing implementations of the algorithms. The differences between the original
methods and the experimental ones are explained in Table 3.

Environment configurations for execution on the CPU for algorithms were different:

e for the Clickstream — the CPU: Intel Core i7-6500U 2.5 GHz; RAM: 16 GB, Windows 10
x64; Python v. 3.10.6.
e for the AggSA — CPU: Apple M2; RAM: 16 GB, macOS: Sonoma 14.4.1; Python v. 3.10.12.

During the experiments, the following datasets were used: (1) for both the clickstream and the
AggSA — actionRowDesigners of 10,000 and 78,398 actions without time,
actionRowOperatorsSimplified of 10,000 and 100,000 actions without time,
IvpDevUserActions2023 of 10,000 and 100,000 actions without time; (2) for the clickstream
only — actionRowDesigners of 10,000 actions with time, actionRowOperatorsSimplified of
10,000 actions with time, lvpDevUserActions2023 of 10,000 actions with time in order to include
difference in the similarity processing.

Table 3. Differences among original methods and the experimental ones

Method’s Clickstream Agglomerative clustering .
. - L Experimental methods
element clustering original original
input: set of sessions, |input: set of sessions, . . . .
Concept of a . . input: set of sessions, session: sequence of user
. session: sequence of [session: sequence of user . o -
session . . . -~ lactions within 30 min
user actions and time |actions and URL similarity
Clickstream: the optimized LCS in C++ for
session similarity calculation, where original
LCS: . session similarity similarity metrics are taken into account for
Calculation of | > 'I. sgtssmr: lati calculation, sequence sessions with the time attribute between
the similarity i".m art ty caicutation matching and Matching  |actions, and the Jaccard index for sessions
Importance ration calculation where time attribute is not considered.
AggSA: Matching ration calculation in its initial
version.
Similarity All similarity values |All similarity values are  |Only similarity values greater than a threshold
representation |are included included of 0.5 are included.
Clickstream: the method
“louvain_communities” that implements the
. . Louvain algorithm from the Python librar
MeTiS: the clustering i g,,w y y
. ) . NetworkX
Clustering algorithm that Agglomerative AGQSA: th hod “weighted” that imol
algorithm requires to know the  [Hierarchical Clustering ggSA: the method “weighted™ that implements
number of clusters “weighted/ WPGMA” (Weighted Pair Group
Method with Arithmetic Mean) algorithm from
the clustering package scipy.cluster of the
Python library “SciPy”*#,
g&l;;fﬁrmg Clustering model Clustering model Clustering model

11 https://networkx.org
H1 https://docs.scipy.org/doc/scipy/reference/cluster.ntml
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Obtained experimental results (Table 4) and their analysis (Figure 7) illustrate that the execution
time ratio increases drastically on CPU when the size of datasets increases, e.g., in case of
IvpDevUserActions2023 the increase is 78.6% — it is 0.0534 seconds per session for 10,000 actions
and 1,213 sessions, and 0.2507 seconds per session in case of 100,000 actions and 12,087 sessions.

Table 4. Algorithm execution time for experimental datasets

Number Execution _Executlon Execution | Execution time
Method Dataset | Time of Numt_)er of time on time on CPU timeon | on GPU ratio,
actions sessions CPU, sec. ratloi GPU, sec. sec/session
sec/session
AggSA DES no 10000 |238 2 0.0084 n/a n/a
Clickstream |DES no 10000 |176 15.4 0.0875 8.3 0.0472
Clickstream |DES yes |10000 (176 34.2 0.1943 9.2 0.0523
AggSA OP no 10000 |634 6.4 0.0101 n/a n/a
Clickstream |OP no 10000 |749 48.2 0.0644 14.3 0.0191
Clickstream |OP yes |10000 (749 154 0.2056 14.6 0.0195
AggSA DEV no 10000 |1101 10.1 0.0092 n/a n/a
Clickstream |DEV no 10000 1213 64.8 0.0534 25.3 0.0209
Clickstream |DEV yes |10000 [1213 218 0.1797 24.8 0.0204
AggSA DES no 78398  |749 50 0.0668 n/a n/a
Clickstream |DES no 78398 749 312 0.4166 15.2 0.0203
AggSA OP no 100000 |6533 477 0.0730 n/a n/a
Clickstream |OP no 100000 |7565 2538 0.3355 98.8 0.0131
AggSA DEV no 100000 11942 954.8 0.0800 n/a n/a
Clickstream |DEV no 100000 |12087 3030 0.2507 138.7 0.0115

Note: DES — actionRowDesigners, OP — actionRowOperatorsSimplified, DEV - lvpDevUserActions2023
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Figure 7. Execution time ratio for algorithms

Adding time units to the actions increased the execution time ratio by 3 times. This, tendency is
the same for all experimental datasets executed by the Clickstream on the CPU.

Therefore, it was decided to check how clustering can be performed on the GPU. The
experimental environment for execution — the GPU: RTX 4060, CPU: AMD Ryzen 5 5600x
6- core processor x 12; RAM: 32 GB, Ubuntu Linux 22.04, Pythonv. 3.10.12. Table 3 and Figure 7
illustrate that this tendency can be broken by executing the Clickstream method on the GPU, where
for the same datasets, the ratio increase is just 2-10% for actions with time units depending on the
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dataset structure, and it is less for the real-world data. Moreover, the overall execution time
decreases significantly from 46% up to 90% for larger datasets.

In the case of the AggSA, it showed the best results in execution time on the CPU in comparison
with the clickstream that corresponds to the notes from the related research papers.

Table 3 shows insignificant differences in session numbers in the datasets because of the
different approaches used for session identification. However, we should note that it is not
significant for validity of the achieved results.

The next measurements are related to the cluster sizes (Table 5) and their analysis brings us to
the following considerations:

e The AggSA method gives the largest number of clusters in all cases, while the Clickstream
produces the minimal number of clusters for datasets without time units in actions. At the same
time, the number of clusters drastically increases when the time units are added.

e The clustering result has no direct relation to the number of sessions in the dataset.

e The Clickstream tries to avoid forming clusters of one object, if possible, while the AggSA
tends to create many small clusters (Figure 8).

Table 5. Relative Cluster Metrics for Experimental Datasets

Cluster size
Number | Number Number
Method |Dataset| Time of of Num-| Min. | Max. | Avg. | Standard | Mean wiL::h ofle
actions | Sessions | ber | size | size | size | deviation | size
element
AggSA DES no 10000 238 34 1 19 7 4 7 3
Clickstream |DES no 10000 176 5 17 64 35 21 20 0
Clickstream |DES  |yes 10000 176 20 1 60 9 17 1 16
AggSA OP no 10000 634| 129 1 38 5 6 2 58
Clickstream |OP no 10000 749 4 2| 278 187 111 234 0
Clickstream |OP yes 10000 749 9 1] 225 83 88 36 4
AggSA DEV no 10000 1101 95 1 191 12 20 8 5
Clickstream |DEV no 10000 1213 11 1| 422| 110 145 1 6
Clickstream |DEV  |yes 10000 1213| 253 1| 337 5 33 1 249
AggSA DES no 78398 749 108 1 30 7 6 6 25
Clickstream |DES no 78398 749 4| 147| 242| 187 35 180 0
AggSA OP no 100000 6533| 1322 1] 138 5 10 1 826
Clickstream |OP no 100000 7565 6 1| 3220| 1261 1418 598 1
AggSA DEV no 100000 11942| 922 1| 1850 13 66 5 313
Clickstream |DEV no 100000 12087 8 1| 3977| 1511 1621 851 2

Note: DES — actionRowDesigners, OP — actionRowOperatorsSimplified, DEV - lvpDevUserActions2023

The next metric used in the analysis of cluster sizes was the percentage distribution of coverage
of cluster size types (Figure 9) which illustrates that the AggSA produces the largest number of
clusters trying to keep their sizes more or less even but with the tendency to split the remaining
objects among multiple groups. This tendency increases along with the increasing of the dataset
size. The Clickstream method executes quite the opposite — it produces a small number of clusters
of larger sizes.

The same tendency is very well observable in cluster silhouettes in Appendix A and Appendix
B. Besides, the silhouettes show the internal quality of the model produced that is quite
satisfactorily in case of the Clickstream method, independently of the dataset sizes. The structure
of the model produced by the AggSA contains multiple small size well-formed clusters and almost
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the third part of the bad-formed clusters, and this tendency increases along with the increasing the

size of the datasets.
Besides, the average (original and positive) silhouette widths (Table 6) clearly indicate that there

is less stability in the quality of the AggSA than the Clickstream; nevertheless, the AggSA may
also form the best silhouettes. However, the average silhouette widths do not consider a number

of clusters.
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Table 6. Relative cluster metrics for experimental datasets

Average Average
Number of . positive
silhouette .
. Number of | clusters . silhouette

Experiment - width (for the -

clusters with one entire width (for

element dataset) % the entire
0 dataset)%

AggSA — OP — no — 10000 — 634 129 58 -54.1 0.0056
AggSA — DEV - no — 10000 - 1101 95 5 -41.53 0.0065
AggSA — DES - no - 10000 — 238 34 3 -16.59 0.54
AggSA — DES - no — 78398 — 749 108 25 -8.54 12.18
Clickstream — DES — yes — 10000 — 176 20 16 1.06 1.42
Clickstream — DEV — yes — 10000 — 1213 253 249 3.19 3.38
Clickstream — DES — no — 10000 - 176 5 0 3.55 4.04
Clickstream — OP — yes — 10000 — 749 9 4 3.57 3.74
Clickstream — DES — no — 78398 — 749 4 0 3.77 3.86
Clickstream — OP — no — 10000 — 749 4 0 7.61 8.64
Clickstream — DEV — no — 10000 — 1213 11 6 7.88 8.3
Clickstream — DEV — no — 100000 — 12087 8 2 8.08 8.87
AggSA — OP —no — 100000 — 6533 1322 826 9.85 16.97
Clickstream — OP — no — 100000 — 7565 6 1 12.08 13.35
AggSA — DEV - no — 100000 — 11942 922 313 32.57 36.79

4.5 Analysis of Results and Discussion

The main target of the research project is to be able to monitor changes in user behavior in the IS
on the daily basis. This means the final target of the project is to be able to analyze a kind of
dynamic datasets that, in general, may include time-series of static graphs reflecting entity
interactions derived from daily, weekly, or monthly collections as mentioned in [4]. However, the
first task of the project is to find out the more appropriate algorithms for the ML method.
Therefore, the given research considers static graph clustering, i.e., ML models produced for the
unchanging datasets of user sessions in the system.

The characteristics of the datasets formed a set of requirements to the algorithms: (a) be able to
calculate the similarity matrix of sessions based on the sequence of actions in each session, (b) be
able to cluster the obtained weighted graph with similarities between vertices (representing the
sessions), and (c) get the model of the minimal (as possible) number of clusters of well-formed
structure.

The LCS algorithm and the Matching Ratio Calculation were selected as candidate algorithms
for calculating similarities. During experiments (Section 4.3) it was found that the LCS requires
several optimization techniques: parallelism of executing and implementation in non-interpreted
programming language as well as storing the matrix in a more compact format. After
experimenting with the optimized versions of the LCS, satisfactory results were achieved. Thus,
the optimized LCS implementation in C++ can be used to achieve the project goal. The Matching
Ratio Calculation showed better results without optimization but worse if compared to the
optimized LCS in C++.

Clustering required a larger number of experiments since two candidate algorithms were
selected, namely, the Agglomerative Hierarchical Clustering with weights as a part of the AggSA
method and the Louvain algorithm as a part of the Clickstream method. The results of experiments
(Section 4.4) allow for the analysis of the model from four viewpoints: the execution time, the
cluster sizes, the distribution of cluster sizes, and the cluster silhouettes. The agglomerative method
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showed better execution time than the Louvain algorithm executed as on CPU as on GPU. This
corresponds to the theoretical findings in Section 3.2. However, other metrics showed that the
Louvain is more suitable for clustering datasets of the given type. It produces a smaller number of
well-formed clusters that the agglomerative approach that has a well-visible tendency to producing
a huge number of clusters of small sizes with the decreasing distribution of sizes to the end.

Validity of the clustering results corresponds to the results published in [39] where clustering
by different methods for the real-word datasets is observed. The results in [39] show the similar
picture as obtained during the experiments. Thus, the Louvain algorithm showed higher
separability, embeddedness, and cluster modularity than other evaluated algorithms on the real-
world data. However, on the synthetics data the agglomeration had shown the better results. The
same is true for the considered datasets that contain real-world pseudonymized and anonymized
data, the Louvain algorithm produces the more satisfying clustering model.

Therefore, the Louvain algorithm together with the optimized LCS shows more appropriate
results for the project and will be used in the next iterations as a core part of the ML method and
validated during the second research iteration on the datasets of 1 million user actions and the full
datasets.

5 Conclusion

Detection of user behavior models based on user action sequences in sessions is a complex task
for anonymized and pseudonymized real-world datasets. The first difficulty is that the potential
number and structure of the models is unknown. The second is the size of the datasets that increases
each day for at least one million sessions.

In order to develop the ML method for detecting these models, we have planned to analyze
which action sequence similarity evaluation algorithms and clustering algorithms can provide
visible benefits in terms of smaller execution time and more qualitative structure of the model and
clusters.

The analysis of the literature showed that there is no any recommended method or algorithm for
this task. Besides, plenty of methods, as well as similarity and cluster detecting algorithms, are
used. After analysis of the existing methods, two activities of the ML method (beyond the pre-
processing of data) were detected: calculation of node similarity and detection of clusters. Since
selection of the similarity algorithm is based on the semantics of datasets, two methods that uses
similarity calculations were found in the literature: one that leverages the LCS method, and the
other one — the Matching Ratio Calculation.

After analyzing classifications of clustering algorithms, we have concluded that agglomerative
clustering and bottom-up optimization techniques are the best candidates. Searching for the
available promising implementations, we have selected the Agglomerative Hierarchical Clustering
with weights and the Louvain algorithm for execution on the CPU.

Calculation of the similarities faced the issue of runtime memory shortage and unsatisfactorily
long execution time. After applying the optimization techniques (parallelism and implementation
in C++), the LCS showed acceptable results. The Matching Ratio Calculation in its original version
showed acceptable results but with longer execution time than the optimized LCS.

Execution of clustering algorithms proved the theoretical findings that the agglomerative
approach runs noticeably faster than the Louvain even executed on the GPU. However, the model
produced by the agglomerative algorithm does not satisfy the expectations. The result of clustering
suffers from excessive separation and bad-formed structure of clusters. The Louvain, in turn, has
shown a satisfactory execution time ratio and well-formed structures of clusters, as well as the
acceptable number and size of them. The results obtained correspond to the theoretical findings
that the Louvain works better than the agglomerative approach on real-world datasets.

Therefore, the first research iteration is finalized, and the ML method for detecting user behavior
models shall leverage the optimized LCS algorithm in C++ for the activity of the similarity
calculation and the Louvain implementation for the clustering.
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The next step of the project is to perform research on the applicability of the current versions of
algorithms to the expected sizes of datasets, i.e., for 1 million actions and for the full datasets to
prove that the shift from TRL4 to TRL5 is possible with the expected computational resources.
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Appendix A

Silhouettes of clusters obtained by Clickstream
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Appendix B

Silhouettes of clusters obtained by AggSA
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