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Abstract. With the global digitalization of services, passenger Intelligent
Transportation Systems (ITSs) have emerged as transformative components,
yet the practical implementation of state-of-the-art measures to ensure
information security and privacy presents substantial challenges. In this
article, we propose a framework for information security and privacy
management. The framework is validated through two empirical studies.
First, the framework is used to extract data during the literature review
defining state-of-the-art aspects and measures. Second, a survey-based
analysis of running passenger ITSs in selected regions of the European
Union provides insights into real-life ITS implementations, enabling a
thorough comparison with the proposed state-of-the-art measures. The
study also showed that the proposed framework depicts some dependencies
between measures, and, thus, using its matrix structure for the state
of information security and privacy management in the organization
helps to cross-check the usage of policies or methodologies by the
organization departments. Our findings resulted in recommendations for
organizations developing ITSs to enhance their information security and
privacy management systems and bridge the gap between research proposals
and practical implementation.

Keywords: Information Security Management, Privacy Management,
Intelligent Transportation, Survey.

1 Introduction

With the trend of global digitalization of services in both private and public sectors, we observe the
appearance of new services delivered by the enabled IT systems connections and enabled digital
supply chain. Among such sectors where connectivity takes place are passenger transportation and
mobility. The creation of intelligent transportation systems (ITSs), which are systems of systems
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(SoS) that not only allow the digitalization of existing services for citizens but also strive to improve
mobility and reduce negative impacts of transport usage. As the Spanish minister of transport,
mobility, and urban agenda said in [1]: “Intelligent transport systems can save us time, reduce
emissions and congestions, and simplify journey planning”.

The European Union (EU) encourages countries to implement I'TSs, for instance, by adopting the
updated ITS directive that provides a framework for deploying Intelligent Transport Systems [2].
ITSs involve processing numerous data of different natures — publicly available traffic data, data
about companies’ resources, and citizens’ data about their identities and mobility patterns. The
possibility of accessing such data instances separately may not be a high risk, but manipulating
such data instances in tight-connected settings of ITS may cause a chain of security threats and
have a high impact on both companies and citizens.

To avoid risks related to the mentioned data leakages and malicious usage, the research
community and companies work on defining the measures to ensure the information security and
privacy of end-user data. Assuming that the published academic papers (e.g., [3], [4], [S]) depict
the latest state of ITS development and support, we consider such measures from the papers as
the state-of-the-art measures for protecting information in ITS to meet information security and
privacy requirements (from now on, “state-of-the-art measure”). Meanwhile, private and public
companies may lag behind and develop solutions not as fast as they are proposed. Such a delay may
be caused by the too-idealistic set-up proposed in the literature, too hard-to-implement technologies
due to limited resources, infrastructure readiness, or the lack of awareness about state-of-the-art
developments.

As ITSs are becoming a part of our everyday life, some questions are yet to be answered for the
citizens and companies to understand the situation and potential threats of using ITSs. To the best
of our knowledge, there has been no comprehensive study conducted to analyze whether such new
ITSs preserve privacy and assure information security. Also, there are no studies showing whether
organizations using ITSs do any changes to align its systems with the new landscape. Finally, it is
not clear whether organizations update their information security and privacy management systems
with the systems shifting to ITSs.

Thus, our study aims to identify the challenges of ensuring the security and privacy of
information in the evolving ITS characterized by the gap between state-of-the-art research
proposals and real-life usage of them. The main research question (MRQ) of the study is the
following: What are the challenges in information security and privacy management in ITSs?
Hereinafter, we refer to information security and privacy management as “InfoSec & PM”. To
answer MRQ, we divide it into the following sub-questions:

e RQI. What is the level of ITSs maturity?

RQ2. In which areas do organizations, that use or maintain ITSs, operate?

RQ3. What kind of information is being protected in ITSs?

RQ4. Which information security and privacy management standards support [TSs?

RQ5. Which information security and privacy management methodologies do the organizations

that use or maintain ITSs follow?

e RQ6. Which information security and privacy management technologies are applied by
organizations that use or maintain ITSs?

In this study, we consider that an ITS is a (set of) system(s) that consists of advanced
technologies and information processing added into transportation infrastructure and vehicles to
improve safety, efficiency, and sustainability in transportation systems [6], [7], [8]. ITS utilizes
various technologies such as sensors, communication networks, data analytics, and control systems
to gather and disseminate real-time information, optimize traffic flow, enhance mobility, and
reduce congestion and environmental impact. ITSs are used for freight and passenger transportation
and may differ by the transportation modes (e.g., road, rail, water). However, within this study,
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we focus on the road passenger transportation systems limiting ITSs to those that deliver the
following services — ride-hailing, vehicle sharing, smart parking, electronic toll collection, and
vehicle-to-vehicle communication.

To answer the stated questions, first, we review common models guiding information security
and privacy management (Section 2) and propose a framework for information security and privacy
management (i.e., FISP-ProCOP) (Section 3). Then, we use FISP-ProCOP as a theoretical model
for two empirical studies (Section 4). The first study is a literature review that results in the
defined state-of-the-art aspects and measures that help to assure information security and privacy
in ITSs (Section 5). The second study is a survey-based analysis of the running ITS within the
selected region that results in the comparison of the real-life ITS and the used measures for
InfoSec & PM with the state-of-the-art measures defined through the literature review (Section 6).
As the researched area for the study, we select two regions in the EU — South Moravia in the
Czech Republic and Estonia — where ITSs are used and which have market actors specialized in
cybersecurity. As a result, the comparison allows us to identify both the challenges of addressing
information security and privacy management perceived by the organizations themselves and the
identified gaps in using state-of-the-art security privacy measures. To address such challenges, we
develop recommendations for the organizations developing, supporting, or using ITSs to improve
their InfoSec & PM (Section 7). In Section 8, we review the related work, while Section 9 highlights
the limitations of our study and the results. Finally, Section 10 concludes the article and underlines
the directions for future work.

2 Background

2.1 Cybersecurity Landscape of Transportation Sector

An overview of the cybersecurity threats landscape in the transport sector has been provided in [9].
The study shows that the majority of attacks on the transport sector target exactly information
technology (IT) systems. Thus, IT-enabled components of intelligent transportation systems are
primarily under threat in contrast to operational technology systems represented by physical
infrastructural components of ITSs like sensors and actuators.

The road transportation industry is primarily confronted with ransomware attacks, with
data-related risks and malware following closely behind. Ransomware attacks have particularly
targeted automotive producers, including original equipment manufacturers (OEMs) and suppliers,
resulting in disruptions to production. Also, one car-sharing company has fallen victim to
ransomware attacks [9]. Data-related threats primarily focus on infiltrating IT systems to obtain
customer and employee data, along with proprietary information.

2.2 Information Security Frameworks

The screening of the literature on information security and privacy management in ITS shows
that the proposed measures for securing information vary from the specific protocols for the data
transfer and system architectures up to defining new roles of stakeholders and following security
related standards. Thus, to understand the whole picture of how organizations are handling InfoSec
& PM, we should remember that information security is a multidisciplinary domain. To define how
organizations handle it, we should consider multiple aspects of the organizations involved in the
InfoSec & PM.

Models and frameworks are abstract ways of describing concepts and their connections to the
selected domain and this helps unify the understanding of the domain. Hence, the respective
models and frameworks are supposed to guide one in understanding information security and
privacy. However, there are numerous of those, and they differ by the level of detail and the
purpose: descriptive, which describe the state, e.g., ISACA BMIS [10] and McCumber cube [11]
that are depicted in Figure 1, or prescriptive, which prescribe actions to be perfomed (e.g., NIST
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CSF [12], HITRUST CSF ?). Since in our study we want to understand the static view, we consider
the descriptive InfoSec & PM models and frameworks as a theoretical background for the data
extraction.

McCumber cube. Presented in [11], the McCumber cube is one of the earliest models that
guides examining information security. The model proposes to examine security from three
dimensions (Figure la). First, security principles, which are often referred to as the CIA-triad,
describe the properties of information that should be preserved. Second, the model proposes to
consider the state in which information can exist within the system, namely storage, processing,
and transmission. Third, countermeasures are applied to ensure that critical information properties
are maintained while information resides or moves between the states. Countermeasures are
primarily based on the technological solutions presented by hardware, firmware, or software.
However, the second important building block of information security countermeasures is policy
and practice, which describe what are the existing policies to follow using information systems
and procedures to employ or to enhance technological security countermeasures. Finally, while the
first two countermeasure types enable security-enhanced information systems, the final dimension
comprises people. Thus, ensuring that people understand the necessity to protect information and be
capable of its maintenance significantly contributes to the overall level of the system’s information
security.

ISACA business model for information security (BMIS). Proposed by Roessing in [10],
BMIS is a framework of business-related elements used to describe information security in an
organization. The framework shows the dynamic connections between the four key dimensions
where information security and privacy take place and how they affect each other through the
depicted interconnections (Figure 1b).

Organisation

Governing

Security
Countermeasures

Information Human Factors

States
(a) McCumber cube [11] (b) ISACA’s BMIS [10]

Technology

Figure 1. Information security frameworks

Organization refers to “a network of people, assets, and processes which are working
together toward a common goal” [10]. Thus, organizational design and strategy describe how
the organization’s strategy guides the processes based on the strategic objectives, how the
organizational design and strategy itself are guided by external factors, and how the organization’s
strategy drives the architecture of the technical security measures. The people element extends
the BMIS model with a non-technical perspective by highlighting the importance of stakeholders’
values, beliefs, and behaviors that influence information security and privacy in the organization.
The process element describes formal and informal processes that exist in an organization. The
processes are governed by the organization’s strategy and enable the strategy. The technology

3 https://hitrustalliance.net/product-tool/hitrust-csf/
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element describes the IT solutions that enable and support the processes. This is the key element
commonly addressed by information security and privacy management, as most of the proposed
security and privacy countermeasures are technological measures. However, the BMIS model
highlights the tight connection of the technical solutions with the existing organization governance
and objectives, processes, and people, which the IT systems support.

Reference Model of Information Assurance & Security (RMIAS). First proposed in [13],
RMIAS is a high-level guide that outlines the key components, relationships, and principles
involved in ensuring the confidentiality, integrity, and availability of information assets. Depicted
in Figure 2, RMIAS consists of four dimensions: information system security life cycle, information
taxonomy, security goals, and security countermeasures. The reference model aims to assist with
the development and revision of an information security policy document. The model considers
four types of security countermeasures: organizational, human-oriented, technical, and legal.
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Figure 2. Key elements of a Reference Model of Information Assurance & Security (based on [13])

Industry Standards. Along with the reviewed information security frameworks, several
standards, and frameworks are known among industry representatives. ISO/IEC 27001 is an
international standard for information security management systems that provides a framework for
organizations to establish, implement, maintain, and continually improve an effective information
security management system. The standard also contains a set of security controls for mitigating
the selected threats. Having the possibility to be certified against it, ISO/IEC 27001 is a de
facto industry-used framework for information security used by established organizations to
demonstrate commitment to information security to customers and partners [14]. ISO/IEC 27701
is another international standard built upon ISO/IEC 27001 and includes requirements for a
privacy information management system. Other commonly used recommendations are NIST SP,
which are special publications from the American National Institute of Standards and Technology.
For instance, NIST SP 800-39 [15] focuses on managing information security risks from an
organizational perspective, and NIST SP 800-37 [16] provides a structured framework for
managing cybersecurity risks within the context of system development and operation. Meanwhile,
NIST SP 800-53 [17] is a catalogue of security and privacy controls that organizations can use to
protect their information systems and data. Originating from the American agency, NIST SP are
commonly used by U.S. government agencies and are more recognizable by U.S. organizations.
While guidelines and frameworks from ISO/IEC and NIST SP are industry best practices and
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provide comprehensive recommendations on managing information security, they are proved to
be of high complexity [ 18] and, thus, are resource-intensive, particularly for smaller organizations.

To sum up, the reviewed models complement one another and are useful for summarising the
domain knowledge on information security management. Despite that, the models are too general
to be used as a theoretical model for data extraction in the empirical study of ITS. While the
models explain the dependencies of aspects of information security on one another, they do not have
accompanying guidelines on how these models can be instantiated to depict the state of a selected
organization. As a result, based on the information security frameworks and models we reviewed
and considering the need for a model that would help analyze the state of information security
and privacy management on intelligent systems, we developed a new framework for information
security and privacy management (FISP).

3 Proposed Framework for Information Security and Privacy Management
(FISP-ProCOP)

The proposed framework (see Table 1) is based on BMIS, McCube, and RMIAS models. Assuring
the privacy of users’ data is directly connected with securing it (e.g., based on GDPR), we consider
information security management and privacy management as tightly coupled tasks in our study.
Consequently, the proposed framework does not differentiate attributes of the context that affect
only one of them (privacy or security) and do not affect the other. The proposed framework is
more granular than the reviewed ones and, thus, is more applicable for the purpose of our study —
defining the static state of information security and privacy management in the context of intelligent
socio-technical systems (e.g., intelligent transportation systems).

Table 1. FISP-ProCOP: Framework for information security and privacy management

Dimension Category Attribute
Actors, stakeholders, entities
PA. Actors .
P. People Goals, tasks, motives
PR. Relationships Relationships and dependencies between actors
) Purpose for the system usage, org. design & strategy
OS. Strategy
Challenges to address
OC. Formal Constraints Legislation, regulation, standard
O. Organization Type of information used

. How the information is manipulated
OI. Information Involved

Security criteria

Privacy objectives

CP. Policies & Practices Policies & practices

CE. Training & Education |Training & education

C. Sec. & Privacy Architectural measures

Countermeasures | Use case-oriented technological measures
CT. Technology

Cryptographic building blocks

Others technological measures

PrL. System Lifecycle Security as a part of the system lifecycle
Pr. Processes

PrU. Usage of the System | Use cases of the system as a part of the business processes

The FISP describes four key aspects, i.e. dimensions, that, from the business point of view,
affect the management of information security and privacy assurance — Processes, security &
privacy Countermeasures, Organization, and People (ProCOP). Each dimension contains multiple
categories, which are divided by the attributes. Finally, each attribute may have one or more
instances of such attribute that correspond to the instantiation of the model to the selected context
of the system usage.
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e The dimension of People aims to answer the question: what are the stakeholders (including
physical and legal entities) that have an interest or are involved in the system lifecycle (design,
developments, support, or usage)? Thus, the category Actor describes (i) who the stakeholders
are and (i1) which goals, tasks, and motives they have towards the system. Another category of
Relationships depicts the relationships and dependencies between the identified actors.

e The dimension of Organization aims to answer the question: what are the business goals that
guide and restrict the system? The category of Strategy describes the internal organizational
constraints: (i) the purpose for the system usage, and (ii) the existing challenges faced by the
organization. The category of Formal constraints describes the goals that affect the system and
are set up by the external entities — through (1) legislation and regulations and (ii) standards.
The category of Information involved describes the goals of manipulating information in the
context of the other two categories, namely strategy and formal constraints: (i) the expected
types of information to be manipulated with, (i1)) how such information is manipulated (e.g.,
based on which data), (iii) the security criteria to be achieved for the information assets, and
(iv) the privacy objectives to be achieved for the information assets.

e The dimension of Security & Privacy countermeasures aims to answer the question: which
measures are used to ensure information security and data privacy in the context of People
and Organisation dimensions? The measures in the dimension are divided into three categories.
The category of Policies & practices describes the policies and practices in the organization
that enable achieving the goals from the Organisation dimension. The category of Training &
education describes the educational practices used in the organization for the identified actors.
The category Technology describes the technological solutions that enable ensuring information
security and data privacy. The category consists of four attributes: (i) architectural solutions,
(i1) use case-oriented technological measures, (iii) cryptographic measures used, and (iv) any
other technological solutions (e.g., technologies, protocols, tools) which do not fall under the
other attributes and support the security and privacy objectives.

e The dimension Processes aims to answer the question: how the dimensions of People,
Organization, and Countermeasures are integrated together in the processes in the organization?
The category of Usage of the system describes the use cases of the system as a part of the
business processes. Meanwhile, the category of System lifecycle describes how the security and
privacy countermeasures are incorporated into the system lifecycle (e.g., either the security
and privacy countermeasures are once implemented and never updated or they are regularly
reassessed through a risk management framework and updated if needed).

While FISP-ProCOP is presented in the form of a matrix, it does not depict relationships between
dimensions, categories, and attributes, for instance, in contrast to RMIAS. On the other hand, due to
the tabular structure, our hypothesis is that the model is a more useful tool for depicting the static
view of information security and privacy management in the complex information system than
other reviewed frameworks and models. Additionally, the assumption is that such a representation
of dimensions that affect information security and privacy in the system can help depict the effect
of attributes on one another by considering measures usage from multiple perspectives. As a result,
FISP-ProCOP should help to cross-validate the assumption of the direct effect of some security and
privacy countermeasures on meeting the stated organizational goals (e.g., stated by the standard).

4 Research Method

The goal of this article is to identify the challenges of information security and privacy management
in intelligent transportation systems (ITSs). Thus, we (1) define the state-of-the-art measures of
information security and privacy management within four dimensions — processes, organizational
design, people, and technological solutions; (2) survey the companies to compare their measure of
information security and privacy management with the state-of-the-art solutions.
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4.1 Literature Review

First, the state-of-the-art measures were defined based on the literature review following the
guidelines in [19].

Data sources. The search for literature was performed using the following databases: Scopus,
ACM Digital Library, and Web of Science. These databases were selected because they contain
peer-reviewed papers and allow to use complex search queries with logical expressions. Another
popular database, namely IEEE Xplore, was not used for the literature search as Scopus already
contains papers published in IEEE and, therefore, there is no need to use both these databases
together.

Search Strategy. For the literature review, we used the following query: ((“security”
OR “privacy protection” OR “data protection”) AND (“technologies” OR “measure”)) AND
(Industry_name), where instead of Industry_name, we use “vehicle sharing”, “ride-hailing”,
“smart parking”, “toll”, “connected vehicles” and their synonyms. Also, we limit the queries to
computer science subject/research areas. The search strategy resulted in 283 papers found (vehicle
sharing — 33, ride-sharing — 7, smart parking — 167, toll — 19, connected vehicles — 57).

Inclusion and Exclusion Criteria. To filter out the papers that were selected using the search
string but that are not relevant to our research scope, we defined a few inclusion and exclusion
criteria (see Table 2). Some of the exclusion criteria were applied to the papers directly in the
databases using the corresponding features (e.g., EC1 and EC2)

Table 2. Inclusion and exclusion criteria

Inclusion Criteria ‘ Exclusion Criteria

IC1. the paper discusses information security of an ITS EC1. non-English papers

IC2. the paper discusses at least one method or technique of | EC2. papers published earlier than 2015
managing information security or privacy in the ITS

IC3. the paper discusses information security issues to be addressed | EC3. no full access available
in the field

IC4. the paper contains an instance of some attributes from | EC4. the paper is a duplicate or an earlier
FISP-ProCOP version of another paper

Data extraction. After applying the defined exclusion and inclusion criteria to the queried paper,
24 papers have been selected for the data extraction. From the selected papers, we extract policies,
approaches, methods, and techniques for information security and privacy management (referred
to later as “measures”). The data from the review is organized in four dimensions (processes,
organizational design, people, and technological solutions) based on FISP-ProCOP.

4.2 Survey Research

As the next step, the intelligent transportation sector companies were surveyed using a
questionnaire to identify their level of information security and privacy management maturity. The
questionnaire was developed using the technologies and measures identified from the literature
review.

To define the state of intelligent transportation markets maturity (RQ1), operation areas for ITS
(RQ2) which information is manipulated and should be protected in ITSs (RQ3), which information
security and privacy standards (RQ4), methods and procedures (RQS5), tools and technologies
(RQO6) are used for protecting ITSs, we conducted an exploratory empirical survey study. This
method was selected to explore the phenomenon of assuring information security and privacy in
intelligent transportation systems and gain insights into how it is done in the operating systems from
the perspective of organizations that manage such ITS. We selected a survey with a defined set of
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questions for a few reasons. First, it gives the respondents the possibility to answer the question
without the restriction in time and allows them to use the help of colleagues or documentation,
which contributes to the quality of the obtained data. Second, the questions in the written form can
be translated to the respondent’s native (or work) language if needed. Finally, the survey is intended
to discover the facts about the used measures among the predefined range of options identified from
the literature, so there is no need for elaborating questions as for other qualitative empirical research
methods like interviews.

Population Selection. As the population of our study, we select the organizations contributing
to intelligent transportation systems in two selected regions — Estonia and the South Moravian
region in the Czech Republic. The two targeted regions are of similar size in terms of population,
economy, and level of digital development, as depicted in Table 3. South Moravia (referred to as
“SM”) stands as a hub for the ICT industry and education in the Czech Republic, boasting a smart
specialization strategy of cybersecurity. South Moravia has the largest concentration of software
development companies, SMEs, and start-ups that are producing and developing advanced ICT
solutions and technologies in the Czech Republic. Estonia ranks among the world’s most advanced
digital societies. While Estonia is a target of a range of cyber threats, it is ranked second by the
National Cyber Security Index (as of the end of 2023) #. According to ICT Development Index
(IDI) of 2021 3 and the digital economy and society index report of 2022 °, the selected regions
have similar scores of digital development in general and in terms of the level of advancement
in digital skills, the number of ITC specialists, and digital technology integration, which are the
enablers of ITSs development and usage.

Table 3. Comparison of targeted regions’ characteristics

2
GDP', Popula- oIl DESI assessment

Region | min tion . mln > | DESI, At least basic ICT specialists, Integration of
EUR ’ SCOTC 1 score digital skills, % of population dig.technologies,

% of population score

South 28.1 1.2 86.1*% | 49.1% 60* 4.6* 33.8%

Moravia

Estonia 36 1.3 96.9 | 56.5 56 6.2 36.5

* - the score was calculated for the Czech Republic overall, not for the SM region specifically,
1 based on the data of 2021, 2 - based on the data of 2022

To analyze the threat landscape of the selected regions, we used the national cybersecurity state
reports from the national information security agencies that reviewed the cyber incidents that took
place in each region in 2022. According to [20], in Czechia, the most common cyberattacks were
phishing, external network scanning, and fraudulent e-mails. Within Czech digital services, the
majority of incidents targeted the availability of services or data. The most used attacks were
scanning, web application attacks, phishing, and denial of service. The report also highlights the
trend of the growing interest of malicious attackers in the transportation sector. Meanwhile, in
Estonia, the major incidents with an impact were caused by phishing, service interruption, accounts
takeover, and fraud [21]. Additionally, the transport and public sectors have been targets of denial
of service attacks.

Study Setup. The study setup started by defining the profile of the targeted organization and
the profile of the organization’s representative. The targeted organizations should contribute to

4 https://ncsi.ega.ee/country/ee/
> https://www.itu.int/hub/publication/d-ind-ict_mdd-2023-2/
6 https:/digital-strategy.ec.europa.eu/en/policies/desi
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ITS. Organizations may develop solutions, systems, and/or devices for ITS and/or use intelligent
transportation systems for their operations. The set of operation areas which we surveyed can be
found in Table 4. Additionally, we were looking for organizations from the following operation
areas: (electronic) toll collection, V2X communication, roadside unit operations, and ITS sensors.
However, no organizations operating in these four areas and willing to participate in the survey
were found in the selected regions.

Table 4. Operation areas of intelligent transportation systems

ITS Area ‘ Ntotal* ‘ NEE* ‘ stu* H ITS Area ‘ Ntotal* ‘ NEE* ‘ NSIM* ‘
Connected vehicles 6 2 4 EV charging 2 0 2
Traffic management 6 1 5 Autonomous vehicles 3 3 0
Parking service 5 2 3 Mobility analysis 1 1 0
Vehicle-sharing 3 2 1 )

Other (ITC services) 1 1 0
Ride-hailing 2 2 0
Total Niotar = 15; Ngg = 8; Nsy =17,

where Nyiota1, NEE, Ngnr - number of participants in both regions, in Estonia and in SM respectively;

* some organizations operate in more than one area

The initial pool of targeted organizations consisted of 29 in Estonia and 29 in South Moravia.
We used several channels to approach the targeted companies. The invitation emails were sent to
the Estonian ITS network ” mailing list. Other organizations were approached through publicly
available emails on the organization’s website or using the direct contacts of the project partners
in the targeted organizations. Additionally, if no response was received through email after two
reminder follow-up emails, we looked for the public email of the targeted organization employees
(e.g., using the organization’s website or LinkedIn). While the assumption of the study was that the
targeted companies are mostly IT companies, and, therefore, most of the employees know English
at least on the intermediate level, the emails were sent in two languages - the local language of
the region (Czech for South Moravia and Estonian for Estonia) and English. The reason for the
bilingual email was the intention to make it more appealing and increase the response rate.

The expected organizations’ representatives who would answer the questionnaire should have
a good understanding of the IT system (the key functionality and objectives) and be aware of
internal organizational realities (incl. policies for the system support). Therefore, we approached
people who occupy one of the following positions (or similar roles). In case the organization
manages the intelligent transportation system fully or maintains it, the targeted representatives were
people in the position of chief technology officer (CTO), product owner/manager/analyst, system
analyst, process owner/manager/analyst, software architect, information security officer (ISO),
senior developer or system administrator (SysAdmin). In case the organization is a transportation
sector representative who does not have their own systems and uses only external systems (e.g.,
bought solutions or provided under the service-level agreement), the targeted representatives were
people in the position of project manager, process owner/manager/analyst, I'T manager, information
security officer (ISO), chief information officer (CIO). As the questionnaire covers different aspects
of the ITS, we expect the representative may need to consult with the system documentation,
organizational guidelines, and/or colleagues.

The recruitment processes started on March 10, 2023, in South Moravia, and on March 24, 2023,
in Estonia, and we closed the questionnaire on June 1, 2023. To get a more balanced dataset, we
conducted the second round of recruitment in South Moravia between September 1, 2023, and

7 https://its-estonia.com/
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October 23, 2023. With a response rate of 24 % and 27 %, we recruited representatives from 7
organizations in South Moravia and 8 in Estonia (15 organizations in total). The distribution of
roles of the questionnaire respondents can be found in Table 5, and information about the profile
of the surveyed organization is discussed later in Section 6.2.

Table 5. Study participants

Role Number of respondents H Role Number of respondents
Software Developer 2 Product Manager 3

DevOps 1 Project Manager 2

ISO 2 Process Manager 1

CTO 2 Operations Specialist 1

SysAdmin 1

Data Collection and Analysis. Before conducting the survey, we developed a questionnaire [22]
based on the main research questions and findings from the prior literature review. The whole
questionnaire was in English. Google Forms were used for delivering the survey to respondents as
it allowed us to make branching in the questionnaire depending on the answers, making it easier for
respondents to navigate. The questionnaire included questions related to general information about
the company and its intelligent transportation system (see questions 1.1 — 1.7 in Appendix II related
to RQ1, RQ2). The rest of the questionnaire was organized into four parts and roughly aligned to
the four dimensions based on the proposed FISP-ProCOP, and, thus, these sections aim to answer
RQ3, RQ4, RQS5, and RQ6. Section “Organization” contains questions about organizational design,
“Security and Privacy measures. Part 1” covers questions about people, “Security and Privacy
measures. Part 2”and “Security and Privacy measures. Part 3” investigates the used technological
solutions, while “Security and Privacy measures. Part 4” covers processes and practices. It is
noteworthy that the division of questions does not strictly adhere to the framework; however,
questions are grouped into logically organized sections aimed at enhancing the interviewee’s
comprehension. The mapping of the questions with the dimension of the framework can be found
in Appendix III. The questionnaire ends with a section of follow-up questions about the survey
which contributed to RQ5 and practices used for communicating security and privacy measures to
stakeholders (e.g., Which sources did you use to answer this survey?, How easy was it for you to
find the information asked in this survey?).

The respondents were not limited in time for answering the questionnaire. Before distributing the
questionnaire to the full pool of targeted companies, we piloted it with three respondents by asking
them to provide feedback about the questions (e.g., Were the questions understandable?, Did any
of the questions seem irrelevant?). The pilot did not reveal the need to update the questions and
confirmed its usability for the targeted audience. Thus, it was used for surveying other respondents
without any changes.

To analyze the data obtained through the questionnaire, one of the authors reviewed the answers
to ensure each entry contained relevant answers, and that the provided information about the
organization corresponded to the initially targeted organizations. For the further analysis of answers
to each question, from all the data entries are removed the identifiers of the respondents (name,
contact information) and the names of the organizations were removed; so each organization was
treated equally.
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5 Literature Review Results

This section demonstrates how the proposed FISP-ProCOP is used for the data extraction from
the literature. As a result of the analysis of extracted sources, we provide an overview of the
state-of-the-art aspects of managing security and privacy in intelligent transportation systems. The
results are grouped by the sub-types of ITS and the goal of the ITS, key components, stakeholders
and processes, challenges of ITS development in information protection, relevant regulations
and standards that guide the ITS development and support, as well as the security and privacy
countermeasures recommended for ITS. Table 6 contains a set of selected papers used for the data
extraction. A detailed report with an overview of smart parking, ride-sharing, connected vehicles,
and toll collection is depicted in an external report [23].

Table 6. Literature review papers mapping

ITS area Papers included in the literature review

Smart Parking [31, [24], [25], [26], [27], [28], [29], [30], [31], [32], [33], [34], [35]
Ride-Sharing [36], [37]

Connected Vehicles [4], [38], [39]

Toll Collection [51, [25], [40], [41], [42], [43]

Our study shows that the research intensity varies from one operation area of intelligent
transportation to another, and, for instance, smart parking is the most researched compared to others.
Thus, the results for some operation areas are less complete with respect to the used reference
model compared to others. When presenting the review results, the missed dimensions or attributes
for the operation area mean that we did not find the respective data in the selected literature. Also,
we do not include the architectural or technical measures which primarily deliver the main system
functionality and do not significantly affect information security or privacy in the ITS.

The aggregated results of the literature review are depicted with respect to the proposed
FISP-ProCOP model in Appendix I. The tables in the appendix depict the state-of-the-art measures
of information security and privacy management in intelligent transportation systems. However, the
state-of-the-art measures are missing for some of the categories and attributes for the dimensions
of People and Organisations. The reason is that we were not able to systematically extract them
based on the literature review, and the level of detail for the missed attributes differs across papers
and operation areas of ITS.

The literature review shows that within ITSs, the information assets to be protected are related
to the information about a vehicle, driver and passenger, and transportation service usage. For
instance, in systems for smart parking, ride-sharing, and vehicle-to-vehicle communication, the
confidentiality of passenger’s/driver’s data is of primary security concern, along with assuring the
availability and integrity of parking slots usage data. Therefore, the state-of-the-art measure for
ITSs security management includes mitigating threats that negate the integrity of the parking slots
payments status [27] to enable public verifiability (e.g., by the parking officer), which can be abused
by the driver’s motive for payment avoidance (e.g., harvesting attack). A significant amount of
studies also aim to mitigate the threats to negating the confidentiality of passengers’ or drivers’
personal data caused by the storage of such data in a centralized manner by the service providers.
Additionally, the reviewed studies aim to mitigate the threat of violating passengers’ or drivers’
privacy by linking the data instances of service usage or payment history. More details on motives
and level of trust in the actors (which are mentioned in Table A2), along with other security threats
the reviewed papers aim to mitigate, can be found in the supplementary report in [23].
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6 Survey Research Results

Here, we present the results of our survey study. The results present a comparison of two regions
— South Moravia and Estonia — with state-of-the-art measures affecting information security and
privacy management. Figure 3 gives a high-level view of the survey results depicting the usage
attributes in FISP-ProCOP by the surveyed organizations. The attributes in the figure are the ones
identified through the literature review (in black text) and other measures identified through the
questionnaire (in dark grey text). For instance, in the attribute CT Architectural Measures, such
attribute instances as “multi-party computation” and “blockchain-based system” are the measures
identified through the literature review, and they are written in black in the table. Meanwhile, for
the same attribute, the instance “storage of annotated data” is taken from the questionnaire option,
which is not mentioned in the literature and, thus, it is written in Table in grey color. The distribution
of attribute usage is color-coded so that the red marked cells represent the least used attributes, the
white —used on average, and the green — the most used (the scale for the color-coding is in Figure 3).
For instance, in the attribute “CT Architectural Measures”, such attribute instance as “multi-party
computation” is marked by the dark red cell color, which means 0 responses in the survey support
this measure; while “anonymous authentication” is colored in white refers to 3 respondents in the
survey who mentioned it as used in their organization. Finally, “securing data in transit” is the most
mentioned among attribute instances, and thus, its cell is colored green. In this section, we describe
the depicted distribution, while our report in [23] contains additional survey results. The titles of
sub-sections in Figure 3 correspond to the categories in the used framework (Table 1).

6.1 Findings from Study Setup Phase

The selected regions have a similar number of companies operating with ITSs. Noteworthy is
the existence of ITS networks in both regions. In Estonia, an ITS network unites the intelligent
transportation and logistic systems (ITS) community ® and in South Moravia, there is a Czech
network of Intelligent transportation systems & services (ITS&S) °. However, while in both of the
regions, ITS are in the development phase, the networks cover the number of organizations that
do not develop or maintain ITS but are interested in collaboration with ITS-oriented organizations.
For instance, the network includes members who provide general IT services, mapping solutions,
or network solutions that could be used as a part of ITS or for its setup.

6.2 Operation Area of ITSs

The distribution of operation areas for the surveyed organizations is depicted in Figure 4. The
results show that most of the surveyed organizations use ITSs for traffic management (6 out of
15), for operating connected vehicles (6 out of 15), and/or for smart parking (5 out of 15). Among
8 organizations from Estonia, 3 organizations use ITSs to operate autonomous vehicles, and 2
organizations operate in the following areas: smart parking, vehicle sharing, connected vehicles,
and ride-hailing. None of the surveyed organizations in Estonia operates in EV charging. As for
organizations in South Moravia, 6 out of 7 organizations use ITSs for traffic management (3 of
which are also using ITSs for connected vehicles). None of the surveyed organizations in South
Moravia are involved in autonomous vehicle operation, ride-hailing, mobility analysis, or providing
ICT services. Finally, only 4 of the surveyed organizations’ ITSs are used exclusively for one
operation area, while others’ ITSs are used in 2 areas (6 out of 15) or even 3 areas (4 out of 15).

8 https://its-estonia.com/
? http://www.sdt.cz/

112


https://its-estonia.com/
http://www.sdt.cz/

el

Dimension |Category Attribute Attribute instances
P. People |PA PA Time-stamping Defence Parking/Toll Officer  Trusted Authority Passenger Parking Service | System Employee City Driver
(Actors) authority Provider provider Government
O. Organi- |0S OS System Safety of urban Reduced cost for goods Improved parking Public transport Decreased the  Improved city | On-demand
zation  |(Strategy) purpose traffic delivery More livable cites  facilities control traffic congestion ' services mobility
OS Challenges User data Lack of
Heterogeneous Resource constrained High system quality privacy and Data Expected level industry
network devices expectations Privacy vs efficiency  security minimisation of security regulations Interoperability
oc 0OC regulations EU 2019/2144 EU 2018/858 ITS Directive UN R155 GDPR
(Formal Constraints) |0 standards NIST SP Other standards from E-ITS ETSI standards series ' Cyber Security  1SO 27001
ISO/IEC 27000-series Act in Czechia
ol ol Information about  Other information Information about Information about Aggregated Information about Information
(Information types) roadside units passenger transactions information driver about vehicle
C.Sec.& |CP CcP Normal best Penetration testing Threat modelling Security Development | Risk Security Security
Privacy (Practicies & Policies) practices Lifecycle management | framework strategy
Counter- |CE CE Trainings Reading news Cyber hygiene trainings | Trainings for raising | Data protection
Training & Education) |Employees about security awareness about trainings
measures |( € ) ploy isues security threats
CE Sources For Documentation Colleagues
Survey
cT CT Crypto Trusted Private set Hash-based Elliptic curve  Diffie- RSA
(Technology) execution intersection message cryptography  Hellman digital
environment (PSI) authent. group key  signature
(TEE) codes exchange
CT Secure Custom IPSec protocol Other secured Customer end-to-end VPN solution TLS protocol
Communication asymmetric communication encryption
encryption protocol
CT Architectural Storage of anotated  Secret-sharing Anonymous Storage of Securing data
Measures data authentication  personal data on in transit
the data subject
device
CT Authent. & Pseudo- random identity ' Anonymous Attribute-based RFID authenti-  2-factor Role-based Public Key
Access Control assignment credential system credentials and cation authentication access control  Infrastructure
access control
CT UC Navigation |Location Third-party navigation Privacy- preserving
& Routing obfuscation system navigation systems
CT UC Payment Cash Direct carrier billing Token-based Card-based
(DCB) payment payment
CT UC Location Private information Hashmap storing of Search based on the
Based Search retrieval parking slot/toll/vehicle  exact location
locations
CT UC Reserv.
Document
Creation
Pr. Proc- PrL PrL Principles for | Privacy-related Usage of sensor devices ' Data minimisation Secure programming  Privacy by
esses  |(System Lifecycle) System testing and which have built-in design
Development verification security measures
PrL System Firewall VLANs Security incident and  Intrusion detection Behavioural Vulnerability Network traffic
Support Networkt event management  system analytics scanner analyser
systems (SEIM) system

Pru
(Usage of the System)

Cell colour mapping:
(by number of supporting responses)

3

PrU Use Cases - Navigation or routing Payment

Location-based
search

6

Text colour mapping: measure1 (black) - state-of-the-art measure
measure2 (grey) - other

Figure 3. Distribution of the usage of the measure by the surveyed organizations




6.3 Actors

To identify the sources of human-related security and privacy aspects, we asked the respondents
about the stakeholders of their products and services of the intelligent transportation system. We
consider “individuals, groups or organizations whose actions can influence or be influenced by the
development and use of the system whether directly or indirectly” [44] as stakeholders.

As a significant share of the surveyed organizations operates with connected vehicles, a driver
is the most mentioned stakeholder (8 out of 15). All the organizations (except for one) that
operate with connected vehicles consider drivers to be stakeholders. The second most mentioned
stakeholder is presented by the city government (7 out of 15), followed by external system providers
(under a service-level agreement) and internal organization employees (5 out of 15). The next
ones are a parking service provider, trusted authority, and passenger (3 out of 15). Time-stamping
authority, parking or toll officer, and a defense agency were indicated only by one organization
each.
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Figure 4. Overview of the surveyed organizations

6.4 Organizational Objectives, Strategy, and Challenges

To understand the strategies of surveyed organizations about their ITSs, we asked respondents
about the purposes of their ITSs and the challenges they face during the usage, development, and
support of the ITSs. The study shows that five of the surveyed organizations enable on-demand
mobility, and three aim to improve city services. Only two aim to decrease traffic congestion. Other
ITSs aim to improve safety or urban traffic, reduce the cost of goods delivery, improve parking
facilities, or make cities more livable overall (incl. environmental state). On the way to achieving its
purposes, most organizations face the challenges of being interoperable with other systems and/or
providers (9 out of 15) and perceive the lack of industry regulations and/or standards (7 out of 15).
Notably, interoperability is a challenge for organizations which has a varying number of external
system integrations (1-2 external systems or more than 5), which means that it is a challenging
task for more advanced and complex ITSs as much as for smaller ones. Fewer organizations are
challenged by the expected level of security (highlighted by 6 out of 15 respondents), addressing
user data privacy, security, and data minimization (5 out of 15). Even fewer respondents point
out that ensuring the balance between privacy and efficiency of the system is challenging for the
organization. Finally, 10 out of 15 organizations deal with at least 3 of the challenges mentioned
in the survey.

Information Used in ITSs. In order to achieve its objectives while being constrained by
the challenges, let us have a look at what kind of information is manipulated in intelligent
transportation systems (see RQ3). Overall, the information can be grouped into seven groups:
related to vehicle, driver, parking/ride/toll, passenger, roadside ITS components, aggregated,
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and other (internally used data about the platform or environment). Vehicle-related information
is mostly manipulated (by 11 out of 15 organizations) and includes the vehicle’s location,
state details, identity, and speed of surrounding vehicles. Driver-, parking/ride/toll-related, and
aggregated information are the second most manipulated by the surveyed organizations (7 out
of 15). Driver-related information includes data about the driver’s identity, location, transactions,
and payment details. Parking/ride/toll-related information includes data about available parking
spaces or tolls, parking/ride/toll-transactions, and such information is naturally collected by
organizations that operate with smart parking, ride-hailing, and EV charging. Aggregated data
based on the transaction history is manipulated by almost the same organizations that operate
with parking/ride/toll transactions. Passenger-related information includes data about passengers’
identity, transactions, payments, or anonymous transaction validation and is manipulated only
by three organizations that conduct either traffic management or ride-hailing. Information about
roadside ITS units (incl. traffic lights) is used only by two organizations that operate with
connected vehicles. Other kinds of information about the environment are manipulated only by
two organizations that operate with autonomous vehicles or mobility analysis.

OC. Standards and Regulations. The questions about regulations and standards are among the least
answered (5 and 4 out of 15 respondents answered “I don’t know” to the respective questions). The
respondents who could not answer the questions occupy exclusively technical positions (software
developers, CTO, SysAdmin, and operations specialist). Ten responses mentioned among them
six security- or privacy-related regulations which affect the surveyed organizations: European
General Data Protection Regulation (GDPR) [45], European ITS Directive [6], United Nations
Regulation UN R155 [46], European Regulations EU 2019/2144 [47] and EU 2018/858 [48], and
NIS? directive [49] (which is also a European regulation). GDPR affects all the respondents (both
in South Moravia and Estonia). UN R155 is mentioned by three organizations (in total, from South
Moravia and Estonia). The regulations EU 2019/2144 and EU 2018/858 are highlighted by only
one Estonian company. The NIS2 directive is also mentioned by only one organization from South
Moravia. It is interesting to note that only respondents occupying positions that require an overall
view of the system and its infrastructure (as an information security officer and DevOps) highlight
regulations other than GDPR (which is known to a broader audience).

There are six security standards followed by the surveyed organisations: Predpis 181/2014
Sb. (Zdakon o kybernetické bezpecnosti) (Cyber Security Act in Czechia), ISO/IEC 27001, other
standards from ISO/IEC 27000-series, ETSI standards series '°, Eesti infoturbestandard (Estonian
Information Security Standard, E-ITS), and NIST Special Publications (NIST SP) ''. Cyber

10 The respondents were asked about usage of any of the following ETSI technical specifications (of category
— Intelligent Transport Systems (ITS); Security): ETSI TS 102 941 (on trust and privacy management),
102 731 (on security services and architecture), 103 097 (on security header and certificate formats).

' The respondents were asked about NIST SP 800-39 and NIST SP 800-37.
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Security Act in Czechia is mentioned by 4 out of 7 of the surveyed organizations in South Moravia
(while one company from South Moravia claims that no standards apply to them). In South Moravia,
6 out of 7 organizations follow ISO/IEC 27001, and 5 out of 7 follow ETSI standards. One South
Moravian organization also follows NIST SP (probably due to operating globally, including in the
United States). Among Estonian organizations (representatives of which were able to provide the
answer), ISO/IEC 27001 is the main security standard followed by 3 out of 4 organizations. One
organization in Estonia follows only E-ITS, which is compatible with ISO/IEC 27001.

6.5 Countermeasures to Assure Information Security and Privacy Assurance

Here, we discuss the results of using direct countermeasures for assuring information security and
privacy. The countermeasures are divided into three groups — organizational policies and practices,
people-oriented training and education, and technological measures.

CP. Policies & Practices. There are six practices used by the surveyed organizations: penetration
testing, following a selected risk management framework, following a selected security framework,
following a national (cyber) security strategy, threat modeling, and security development lifecycle.
Overall, in the selected regions, following a selected risk management framework and security
framework along with a national (cyber) security strategy are the most used (6 out of 15).
Comparing the two regions, South Moravian companies are leading in terms of the number of
used organizational countermeasures.

In addition to the mentioned security and privacy practices, we studied principles used during
the ITS development and support activities. Secure programming and privacy by design are the
most commonly used across the surveyed organizations (5 out of 15). However, the prevalence of
principles differs from region to region. For instance, data minimization is as much used in Estonia
as secure programming (3 out of 8 Estonian companies), while data minimization is used by only
one South Moravian organization. In contrast, privacy by design is the most used principle in South
Moravia (4 out of 7). In Estonia, privacy by design, privacy-related testing and verification, and
usage of sensor devices that have built-in security measures are scarce (1 out of 8). Moreover, 2
out of 8 Estonian organizations indicated not using any of the proposed (or similar) principles.

Self-assessment of the ITS security level resulted in the consensus among South Moravian
respondents in assessing their ITSs as “secure, but could be improved”. While 3 of 8 Estonian
organizations consider their ITS “somewhat secure, should be improved”, another 4 (out of 8) assess
their ITSs as “secure, but could be improved”. Finally, one Estonian organization seems to have
either better practices of security or better communication with employees, so the representative
indicates that their ITS is “secured according to up-to-date measures and considering relevant
threats”.

Finally, 5 out of 15 respondents indicated that to answer the questionnaire, they used
documentation (e.g., manuals, guidelines, technical documentation) or consulted with colleagues,
while others used only their personal knowledge of the system and/or organization. Thus, the study
shows that overall, the level of awareness about security and privacy in South Moravia and Estonia
and the level of communication of the relevant knowledge is quite high with respect to the provided
answers.

CE. Educational Measures and Trainings. As the organization’s employees and intelligent
transportation system users are the most numerous groups of stakeholders, in our study, we asked
respondents about security and privacy training established for these two stakeholder groups.
Similarly to the situation with policies, the practice of security and privacy-related training for
end users is more established among South Moravian organizations. Almost all South Moravian
representatives (except for one) indicated introducing the privacy policy during the first onboarding
to the system; four representatives also mentioned regular reminders and/or introducing the
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information security measure. Additionally, two organizations teach system users to recognize
phishing. Meanwhile, 2 out of 6 Estonian organizations indicate that they do not conduct any
training for system users. All other Estonian organizations educate users about their privacy policy.
Only one introduces the security features of the system that concern their personal data to explain
to users how their privacy is protected.

In our study, we mentioned three kinds of training for employees — data protection training
(related to data privacy), training for raising awareness about security threats, and cyber hygiene
training. Overall, data protection training and training for raising awareness about security threats
are the most used types for educating organizations’ employees. The representatives of South
Moravian organizations mentioned at least one training type per organization. Two of the Estonian
organizations mentioned that they do not have any training in place. Cyber hygiene training is less
popular in South Moravia (3 out of 7) than in Estonia (3 out of 8). Also, one Estonian organization
mentioned reading news about security issues as a type of education for employees.

CT. Technological Countermeasures. The questions in the study about technological
countermeasures were based on the state-of-the-art measures found during the literature review.
Additionally, the answer options are populated with more commonly used, not state-of-the-art,
ITS measures to capture at least any data for maturing ITSs.

CT.1. Architectural Measures. The most commonly used architectural countermeasures across
regions are securing data in transit, followed by storing sensitive personal data on the data
subject device, anonymous authentication, and, finally, secret-sharing. None of the respondents
indicated using blockchain-based systems or multi-party computation (MPC) in their ITSs. All
the respondents indicated using at least one of the mentioned architectural measures, while some
highlighted using two or three measures per organization (two organizations in South Moravia and
one — in Estonia).

CT.2. Use Case-Oriented Measures. For the use case-oriented measures, except for the
state-of-the-art ones mentioned in Appendix I, the questionnaire includes the options of more
commonly used measures. The results show that only around half of the organizations have the
functionality of navigation and routing, payment, and/or location-based search, while none of the
surveyed organizations’ ITSs created a reservation or passes documents. As shown in Figure 3, the
state-of-the-art measures are not used (or are used by one organization only).

CT.3. Cryptographic Measures. The question about cryptographic measures was as challenging as
the one about security practices and policies (7 out of 15 respondents could not answer the question).
Among 3 South Moravian organizations, there is no clear preferences for cryptographic measures.
RSA digital signature is used by 2 organizations (2 out of 3 respondents who were able to answer).
Trusted execution environment (TEE), private set intersection (PSI), elliptic curve cryptography,
Diffie-Hellman group key exchange, and hash-based message authentication codes are equally
used. In Estonia, RSA signature is a clearly leading measure (used by 3 out of 4 respondents),
followed by Diffie-Hellman group key exchange (2 out of 4) and elliptic curve cryptography (1 out
of 4). The results show that none of the other state-of-the-art measures are used.

6.6 Processes

Here, we present the results of the study about the processes in organizations related to the
intelligent transportation system lifecycle and support.

Most of the surveyed organizations have a development team that is fully responsible for the
system, its support and development (11 out of 15) and, thus, holds the sole responsibility and
control over the ITS. Only 2 out of 15 organizations have a small development/support team who
in-house manage the system developed by an external service provider. And only one company out
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of 15 uses a ready-to-use solution, which the system provider continuously updates. Thus, in both
South Moravia and Estonia, ITSs are rather centralized and managed mainly by one organization
(i.e., owner) rather than used as a service or managed collaboratively.

As the involvement in the system lifecycle does not differ much across the organizations, we
cannot conclude that it affects the dynamics of the systems (i.e., how much the system changes
over time). Across the regions during the last 5 years, 27% of organizations (4 out of 15) have a
new system that has been developed separately from the old system, and as many organizations (4
out of 15) made significant changes in the system and its components. Even though a major part of
the organizations highlighted interoperability as a challenging task, no organizations had to make
major changes in the system and its components due to the integration with external system(s).
Another 20% of organizations (3 out of 15) make minor changes to the main functionality and
actively support the existing system. Only 20% of organizations (3 out of 15) make major changes
to the main functionality and actively support and develop the existing system. Finally, none of the
respondents indicated that their ITS had not changed at all during the last 5 years, which confirms
the fact that ITSs are in the active development phase and are still establishing in the selected regions
(which is also highlighted by the respectively low number of active organizations on the market).
Comparing the dynamics of ITSs in regions, the results show that, in South Moravia, organizations
tend to develop a new system separately from the old system (3 out of 7 in South Moravia over 2
out of 8 in Estonia).

The research on how security and privacy assurance are integrated into the existing process is the
major interest of our study. The results show that a significant part of organizations in the surveyed
regions update their ITS regularly with ad-hoc security patches (6 out of 15) or security patches (4
out of 15). Based on this, we conclude that such organizations have an average level of security
integration in the system lifecycle.

With regard to system support, we focused on network security measures in the study.
The presented options were the following: intrusion detection system, security incident and
event management systems (SIEM), behavioral analytics system, network traffic analyzer, and
vulnerability scanner. More than half of the representatives (9 out of 15) indicated this type of
measure either as not applicable or could not provide an answer. Among the given answers, the
network traffic analyzer is the most used measure (5 out of 15). Intrusion detection systems,
behavioral analytics systems, and vulnerability scanners are equally used by 3 out of 15
respondents. Two organizations use security incident and event management systems. Also, one
organization uses firewalls and VLANSs. All of the answers indicate that if organizations opt for
using network protection, they use at least two different measures for that. Also, as firewalls were
not mentioned as an option in the survey, we assume that there may be more than one organization
among the sample that uses firewalls for network protection. However, we acknowledge that the
respondents might not have mentioned some of the used measures (including firewalls) due to not
being willing to provide such sensitive details or not being aware of their usage.

6.7 Other Findings Based on the Study Results

While employees of exclusively technical positions did not answer the questions about security and
privacy-related regulations and standards, we conclude that there is a lack of information security
countermeasures for security policies and training which would communicate to all the stakeholders
existing organizational limitations in terms of regulations and/or training on this matter.

The results show that ITSs commonly rely on some trusted party, whether for coordination or
identity handling. Meanwhile, public key infrastructure (PKI), together with role-based access
control (RBAC), are the most common tools for ITSs to control access to exchanged data by
securing data in transit.

Finally, while some of the organizations are certified with respect to the ISO/IEC 27001 standard
(or aim to be certified), which guides information security management, none of the respondents
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mentioned using the standard ISO/IEC 27701 for privacy information management. The review
of the surveyed organizations’ official websites confirmed that none of them are certified with
respect to ISO/IEC 27701. Thus, we conclude that organizations operating in ITSs within Estonia
and South Moravia are not as rigorous about privacy management as about security management.

Statistical Analysis. We analyze the data to determine whether there are any dependencies
between the usage of different information security and privacy measures based on the survey
results. Each survey answer provided by an organization representative is considered a separate
data entry. Each question in the survey contains a limited set of answers. Therefore, each measure
about which it was asked in the survey corresponds to a categorical (nominal or ordinal) data
variable. An example of an ordinal variable is the level of security integration into the system
lifecycle. An example of a nominal variable is the region of operation or respondent’s position.
As a result, each data entry consists of a set of categorical variables. During the data preparation,
some nominal categorical variables were split into a set of variables so that each variable describes
a single answer, not a set nominal value. For instance, while in the original dataset, there is one
variable corresponding to challenges faced by a company and the value is a set of challenges, in the
analyzed dataset, we split each challenge into a separate variable (e.g., chall_HighQualExpect
and chall Heterogeneous) which describes the fact of presence (value=1) or absence (value=0)
of the challenge for the organization.'

As the dataset consists of categorical and ordinal data, we use Spearman’s rank correlation
coefficient (r,), which measures a monotonic association between two variables [50]. Table 7
describes variables with statistically significant high correlation coefficients with significance level
p-value<0.05.

Table 7. Correlation between variables collected through the survey (p-value < 0.05)
Variable 1 Variable 2

Variable 1 description ‘ Variable 2 description ‘

practices Policies_5 | Used practice and policy: Threat | practices Policies_6 |Followed practice and policy:| 1

Expect

from ITS quality

_network_2

practice: SIEM system

modelling Security Development
Lifecycle
chall_HighQual Challenge: High expectations Pr_systemSupport Followed system support 1

stakeholders_1

Stakeholder: Trusted Authority

practices Policies_1

Followed practice and policy:
Penetration testing

architMeasures_2

Arhitectural measure:
Anonymous authentication

C_authent
AccessControl_8

Authentication measure:
Anonymous credential

Communication_5b

Development_2

system
hasPayment Has payment C_UC_payment_1 Card-based payment 0.866
practices Policies_3 Used practice and policy: trainings Trainings for raising 0.873
Selected security framework Employees_2 awareness about security
threats
C_secure Customer end-to-end encryption | P_principles_system Privacy by design 0.853

The strongest correlation (r,=1) is found between the three variable pairs. The first correlation
corresponds to the causation: policy_6 (Security Development Lifecycle) causes policy_b
(Threat model), as threat modeling is the mandatory building block of the Security Development
Lifecycle. The strong correlation between having a challenge of high expectations from ITS quality

12 The list of analyzed variables and their mapping to the survey questions, together with the full list of
significant correlation values, can be found in the report [23].
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(chall HighQualExpect) and the practice of using security incident and event management
systems (SIEM, Pr_systemSupport_network_2) can be explained by the fact that SIEM helps
to improve ITS quality and supports maintaining system security during incidents. Finally, the
correlation between having Trusted Authority (stakeholders 1) as a stakeholder and using
penetration testing (practicesPolicies_1) may refer to the organization’s awareness of security
vulnerabilities, which may originate from internal management of the system (incl. identity
management and system development). Thus, such organizations acknowledge both the need to
review their system with penetration testing and outsourcing identity management to a Trusted
Authority.

A weaker correlation (0.85<r;<0.95) is found between three variable pairs. First, as we
pointed out before, almost all the organizations having payment functionality use a card-based
payment method (r,=0.86), which may refer to the need to have its payment option when
having an intelligent transportation system in the selected regions. Second, the strong correlation
between end-to-end encryption and privacy by design is expected, as using end-to-end encryption
is one of the foundational principles of privacy by design. Therefore, r,=1 is expected to
be present to characterize the causation. Not having causation in the dataset questions the
correctness of the answers of some respondents. So, either the organizations claim to assure
privacy by design but do not follow all its principles, or there is a lack of respondents’ awareness
about the privacy practices they follow. Third, the correlation between the usage of a selected
security framework (practicesPolicies_3) and training for raising awareness about security
threats (trainingsEmployees_2) confirms the actual usage of some security frameworks by
the respondents as usually such frameworks (e.g., NIST cybersecurity framework [12]) prescribe
training employees about security risks and threats.

To sum up, the statistical data analysis of the survey dataset shows that the used reference
model of information security and privacy assurance in the intelligent systems (Table 1) can
depict cross-dimensional dependencies between the categories of information security and privacy
measures. As a result, the frameworks can be used to cross-check the implementation of the
measures across different aspects of organizations.

7 Recommendations

Based on the literature review results and the survey in Estonia and South Moravia, we formulate
a set of recommendations for the organizations involved in developing and supporting intelligent
transportation systems in these regions:

1. Conduct regular internal training about the security goals and practices aligning those
with the organizations’ goals, strategies, stakeholders, and their interests in an ITS. The
study shows that process, project, and product managers, to a large extent, are unaware of
the ITS security and privacy level. Such training should highlight the stakeholders’ roles and
manage their interests as a part of information security and privacy management. The reason
is that our study shows that almost half of the representatives of organizations that manipulate
driver-related data do not consider the driver as a stakeholder, and none of the representatives
who indicated manipulation of passenger-related data consider the passenger a stakeholder. We
believe that such results may be either a sign of a lack of representatives’ awareness about the
situation or a sign of neglecting actors and their interests regardless of using their data.

2. Design an ITS considering the need for interoperability with external systems and
partners from day zero. The study shows that on the way to achieving their purposes, most
organizations face the challenges of making their system interoperable with external systems.
Thus, organizations should develop ITS considering the requirements for data, services, and
infrastructure interoperability [51].
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3. Provide employees in technical positions with the requirements for I'TSs which are aligned
with relevant regulations and standards by a product manager, national organization
of ITSs, and national government (e.g., in the form of strategies or regulations for the
transportation sector). The study shows that people involved in ITSs engineering may not be
aware of the regulations and standards followed by their organisation (based on their answers
to the questions about regulations and standards).

4. When developing an ITS, consider the usage of state-of-the-art measures from academic
publications. Based on the study results, organizations developing ITS mostly do not use
state-of-the-art security and privacy measures proposed in academic papers.

5. Collaborate with the research institutions which would help to navigate with the
state-of-the-art security and privacy countermeasures.

6. Strengthen collaboration between organizations developing ITSs and research and
education institutions to increase awareness of the state-of-the-art measures of
information security and privacy management. The mentioned collaboration could be
facilitated, for instance, by the effort of existing ITS community or networks.

8 Related Work

As we see from the literature review (Section 5), the existing works (e.g., [29], [4]) on information
security and privacy management focus on one selected operation area of ITSs and either propose
new or review the existing technical countermeasures for ITSs. The closest work to this paper is by
Hahn et al. [52], as it provides an overview of security and privacy challenges for ITSs in general.
However, the findings are based only on the literature review. At the same time, in our work, we
validate the relevance of the challenges from the literature and check the usage of state-of-the-art
measures in running I'TSs. In contrast, in this article, we conducted a secondary study on the InfoSec
& PM measures and compared the results with the measures used in real-life ITSs. Thus, our study
is not a survey per se but also presents results of the intelligent transportation industry assessment
in Estonia and South Moravia.

In [53], Boccardo et al. propose an information security maturity assessment method. The
method is based on CIS Controls to assess the usage of security controls for the steps of security risk
management following NIST CSF and to which category of BMIS the controls belong. However, in
this work, authors omit the category of organisation-related measures. In [54], Seeba et al. propose
a framework for security level evaluation (F4SLE) that assesses organizations with respect to the
Estonian Information Security Standard (E-ITS) as a baseline. Similarly, in this article, we propose
a framework for qualitative assessment of the measures’ usage. However, we do not restrict the
assessment to CIS Controls and conduct the specialized gathering of the baseline state-of-the-art
measures using a literature review for the selected system operation area (i.e. transportation). Also,
our work aims to define the challenges and gaps of securing information within ITSs, in general,
to provide recommendations for practitioners and policymakers, while both [53] and [54] should
become a tool for assessing each organization separately.

9 Limitations

9.1 Limitations of FISP-ProCOP

The proposed FISP-ProCOP is aimed to depict the static picture of the aspects contributing to
information security and privacy management, not capturing the dependencies between them. As a
result, its primary application is as an instrument for depicting the state of the organization, which
later on can be used as an input for the dependencies analysis as presented in Section 6.7. The
main limitation of the proposed framework is that it only depicts a static and high-level picture
of security- and privacy-related factors. Thus, FISP-ProCOP cannot explain why each element
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instantiation is present or how each attribute instance is connected with another; e.g., while the
framework captures the countermeasures used to protect information assets and actors, the threats
or vulnerabilities related to these elements are not included in the framework. Thus, in the case
of FISP-ProCOP usage for the survey study in the regions, we classified “VPN solution” as a
measure of securing communication-based on the survey question-answer. At the same time, the
organization using the framework may need to put this measure under another attribute within
the CT category of FISP-ProCOP. To mitigate the limitation of the static picture and lack of
dependency and reasoning between the attribute instances, an organization may add an attribute
of “Threats and vulnerabilities” under the category of “Ol. Information Involved” to reflect threats
to the identified information used in the ITS. Each defined threat and vulnerability can be used as
a defining use case attribute under the category of “CT. Technology”.

As FISP-ProCOP is developed based on the current state of system development and, considering
the security frameworks used at the time of its development, the framework lacks the accompanying
procedure and conditions of its update. To reflect the evolution of ITS technologies and emerging
security threats, organizations using the framework may extend the attributes of the specified
categories based on their needs until the procedure of updating FISP-ProCOP is developed.

9.2 Threats to Validity

The usability of the proposed framework is validated through two empirical studies — the literature
review and survey — by the same person (the article’s first author). Thus, we do not have an
evaluation of how easy the framework is for an external audience to use. While the response rate
to the survey is 24% in South Moravia and 27% in Estonia, the limited sample size makes the
results such that they cannot be generalized to the whole population (i.e., ITS-related organizations
in Estonia and South Moravia). Due to this, our recommendations in Section 7 are primarily for
the surveyed region and depict conclusions made based on the observations and comparison of the
survey and literature review results. Finally, the presented results of the empirical studies are limited
to the selected inclusion and exclusion criteria of the studied subjects. Thus, the recommendations
are targeted to the selected regions (Estonia and South Moravia) and should not be generalized to
other regions.

Due to the limited scope of FISP-ProCOP, the survey study does not provide data on the threats
that organizations are mitigating through countermeasures. Thus, the numeric results of using one
or another technology or practice cannot be used to conclude the efficiency of the countermeasures
or the need for others to use them unconditionally. On the other hand, such statistics provide
insight into the technological stack used per region. As a result, the country policymakers and the
organization’s management can understand the technological stack their employees might need.

10 Concluding Remarks

This paper has investigated how information security and privacy are managed in the context
of intelligent transportation systems. The study’s contribution is three-fold. First, we developed
a framework for information security and privacy management (FISP-ProCOP). Second, we
showed through two studies how the proposed FISP-ProCOP used as a theoretical model for
the empirical study helps to depict the aspects contributing to information security and privacy
management (InfoSec & PM) in an organization that uses an intelligent system (e.g., the intelligent
transportation system (ITS)). Third, the two empirical studies resulted in defined state-of-the-art
measures for InfoSec & PM for ITSs and the distribution of their usage by the organizations in South
Moravia (Czech Republic) and Estonia. The study also showed that the proposed FISP-ProCOP
depicts some dependencies between measures, and, thus, using its matrix structure for the state
of InfoSec & PM in the organization helps to cross-check the usage of policies or methodologies
by the organization departments. Finally, the study results show that the state-of-the-art measures
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recommended for assuring information security and privacy in the literature are not used by the
operating organizations in the selected regions. One of the reasons for this might be the major
orientation of the academic research on the technological countermeasure and not much focus
on how these measures fit into the organizational structure and the existing processes. Based on
the results of the empirical studies, we defined recommendations for organizations developing or
supporting ITSs in Estonia and South Moravia on how to support their information security and
privacy management.

In future work, we will validate the usability of the proposed framework by asking the
information security or privacy experts to use FISP-ProCOP to depict the state of the organizations
they work for. Additionally, to improve the usability of the framework, we plan to create a
supplementary tool for analyzing data extracted through the framework. As the next step, we will
validate the recommendations created based on the empirical studies through interviews with the
local information security authorities and by comparing our recommendations with the regional
security and privacy strategies for the transportation sector. Finally, future work should specify the
conditions and a procedure for updating the framework in order to capture the continuous evolution
of intelligent transportation systems and emerging security threats.
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Appendix 1. State-of-the-Art Measures of Information Security and Privacy
Assurance in ITS

The report with more detailed results of the literature review (including the data extraction
procedure and references to the sources) and survey results can be found in [23].

Table Al. State-of-the-Art Technological Countermeasures

Attribute H Attribute instances
Architectural Blockchain- |Anonymous |Storage of |Secret- sharing|Multi-party  [Securing data
based system |authenti- sensitive computation |in transit
cation personal data (MPC)
on the data
subject device
E Authenti- Anonymous |Attribute- based credentials and|RFID Pseudo- Biometric-
8 |cation &||credential access control authenti- random based
3 |Access control ||system cation identity authentica-
% assignment  [tion
Y [Secure TLS protocol |IPSec protocol|VPN solution  |Other secured|Customer Custom
= |communi- communica- |end-to-end asymmetric
cation tion protocol |encryption encryption
Navigation and||Privacy- preserving |Location
routing navigation systems obfuscation
Payment Automated payment using [Anonymous
smart contract payment
Location- Hashmap storing of parking [Location- Search based
based search  ||slot/ toll/ vehicle locations based search on the exact
location
Pass document||Blind Anonymous |Presenting
creation signature reservation  |proof-of-
knowledge
hi RSA  digital Homomor-  |Zero- Oblivious Trusted Private set
Cryptographic signature phic Knowledge pseudo- execution intersection
encryption Proof random environment |(PSI)
function (TEE)
(OPRF)
Blind Elliptic curve|Diffie-Hell- Hash-based  |Oblivious
signature cryptography |man group key |message transfer
exchange authentica-  |protocol
tion codes
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Table A2. State-of-the-Art attributes: People, Processes and Organization dimensions

Dimension &

Attribute instances

Attribute
= Driver Passenger City Government |Trusted Authority (who issues
& |Actor .
k credentials)
Time-stamping  |Organization Parking  Service|System provider (based on
authority employee Provider SLA)
Purpose of ITS ||Decrease the|Resolve the(Improve of thellmprove parking|Enable
usage traffic congestion |problem of air|city services facilities on-demand
£ pollution management mobility
g Optimise driver’s|Optimise parking|Prevent
E time spent on|spaces usage unauthorized
S0 parking spots occupation
)
hall Absence or lack of industry |The balance between privacy and |Heterogeneous
Challenges regulations and/or standards system efficiency network
Prevention of data leakage through |Providing the expected level of [Data minimization
data privacy and security of users’ |system security before the system is |principle
data launched
High expectations from such Absence of|Resource- Interoperability
system quality characteristics national strategy|constrained with other systems
(e.g., platform independence, for smart|devices usage and/or providers
OS independence environments
Legislation  &||General Data|European Consumer UNECE regulation No 155
regulations Protection Union  directive|protection Cyber security and cyber
Regulation (EU|2010/40/EU  (7|directives security management system
GDPR) July 2010) 2019/770 and|(from 2020)
2019/771
Standards ISO/IEC 27001  |[ISO/IEC 27002 |Other  standards|NIST Special ETSI  standards
from ISO/IEC|Publications series
27000-series
) Driver’s identity [Driver’s location |Driver’s Driver’s payment|Available parking
Information transactions details spaces
history
Available tolls  [Passenger’s Passenger’ Passenger’s Vehicle’s location
identity transactions payment details
history
Vehicle’s  state|Vehicle’s identity |Parking/ Ride/
details Toll transaction
% System support |{Intrusion Security incident|Behavioural Network traffic|Vulnerability
° detection system |and event|analytics system |analyser scanner
R management
systems (SIEM)
ITS in the||Navigation/ Payment Location-based  |Pass/Reservation
business routing search document creation
process
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Appendix II. Questionnaire (shortened)

General questions about the company

1.1. What is your organization’s name?

1.2. What is your position/role in the organization?

1.3. Where does your company primarily operate?

1.4. For which purposes does your company use IT system(s)?

1.5. Would you call the system used in your company “an intelligent transportation system”?
1.6. In which area does your company primarily operate?

1.7. How many active end-users does your digital solution have in the selected region?
Section “Organization”

2.1. What is the main objective of your ITS?

2.2. How much is your company involved in the lifecycle of your ITS?

2.3. How much has your system changed during the last 5 years?

2.4. With how many external systems is your system integrated?

2.5. What are the challenges you face during the usage/development/support of your ITS?
2.6. What kind of information is used within your ITS?

2.7. Which security or privacy-related legislation and/or regulations affect your ITS?

2.8. Which cyber/information security standard(s) does your organization follow?

Section “Security and Privacy measures. Part 1”

3.1. Who are the stakeholders of your products/services the ITS?

3.2. What are the practices and policies used for assuring information security and/or privacy
management in your company?

3.3. How much security development is integrated into your system lifecycle?

3.4. Which information security and privacy training are established for your system users?
3.5. Which information security and privacy training are established for the employees?
Section “Security and Privacy measures. Part 2”

4.1. Which of the following architectural measures are used in your ITS?

4.2. Which technologies are used in your ITS for authentication and access control?

4.3. Which measures are used in your ITS for secure communication between parties?

4.4. Which cryptographic measures are used in your intelligent transportation system?
Section “Security and Privacy measures. Part 3: System functionality”

4.5.1. Do you have navigation/routing functionality in your ITS?

4.5.2. Which technologies are used in your ITS for navigation/routing?

4.6.1. Do you have payment functionality in your [TS?

4.6.2. Which technologies are used in your ITS for payment?

4.7.1. Do you have location-based search in your ITS?

4.7.2. Which technologies are used in your ITS for parking slot/toll/vehicle search?

4.8.1. Do you have functionality of pass/reservation document creation in your ITS?

4.8.2. Which technologies are used in your ITS for pass/reservation document creation?
Section “Security and Privacy measures. Other”

4.9. What are the other security- or privacy-preserving technologies used in your ITS which were
not mentioned?

4.10. Do you consider employing post-quantum cryptography in the future in your ITS?
Section “Security and Privacy measures. Part 4: Processes”

5.1. Which of the following principles are used during your system development/support?
5.2. Which network security measures are used for your ITS support?

Follow-up questions about this survey

How would you assess the level of your information system security? Which sources did you use
to answer this survey? How easy was it for you to find the information asked in this survey?
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Appendix III. Mapping FISP-ProCOP with the questionnaire

Table A3 maps attributes of FISP-ProCOP with the questions from the questionnaire in

Appendix II.

Table A3. Mapping attributes of FISP-ProCOP with the questions from the questionnaire.

. . . Questions from the
Dimension Category Attribute questionnaire
Actors, stakeholders, entities 3.1;
PA. Actors : i i
P. People Goals, tasks, motives Follow-up questions
PR. Relationships Relationships and dependencies between actors -
Purpose for the system usage, org. design & strategy 2.1,
OS. Strategy
Challenges to address 2.5
OC. Formal Constraints Legislation, regulation, standard 2.7-2.8
0. Organization Type of information used -
. How the information is manipulated 2.6
OI. Information Involved - —
Security criteria -
Privacy objectives -
CP. Policies & Practices Policies & practices 3-2-3.3, 4.1, 5.1;
Follow-up questions
CE. Training & Education |Training & education 3.4-3.5
C. Sec. & Privacy Architectural measures 4.1
Countermeasures - -
Use case-oriented technological measures 4.2-4.3, 4.5-4.8
CT. Technology - .
Cryptographic building blocks 4.4, 4.10
Others technological measures 4.9
PrL. System Lifecycle Security as a part of the system lifecycle 2.2-2.3, 5.2
Pr. Processes P
PrU. Usage of the System Use cases of the system as a part of the business processes |4.5-4.8
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