
 
Complex Systems Informatics and Modeling Quarterly  

CSIMQ, Issue 3, July, 2015, Pages 15-34 

Published online by RTU Press, https://csimq-journals.rtu.lv 

http://dx.doi.org/10.7250/csimq.2015-3.02 

ISSN: 2255-9922 online 

 

 

Getting Grip on Security Requirements Elicitation by Structuring 

and Reusing Security Requirements Sources 

Christian Schmitt
1
 and Peter Liggesmeyer

2 

1 
Siemens AG 

2
 University of Kaiserslautern 

ch.schmitt@siemens.com, liggesmeyer@cs.uni-kl.de 

Abstract. This paper presents a model for structuring and reusing security 

requirements sources. The model serves as blueprint for the development of an 

organization-specific repository, which provides relevant security requirements 

sources, such as security information and knowledge sources and relevant 

compliance obligations, in a structured and reusable form. The resulting 

repository is intended to be used by development teams during the elicitation 

and analysis of security requirements with the goal to understand the security 

problem space, incorporate all relevant requirements sources, and to avoid 

unnecessary effort for identifying, understanding, and correlating applicable 

security requirements sources on a project-wise basis. We start with an 

overview and categorization of important security requirements sources, 

followed by the description of the generic model. To demonstrate the 

applicability and benefits of the model, the instantiation approach and details of 

the resulting repository of security requirements sources are presented. 

Keywords: Security requirements engineering, security engineering, security 

requirements sources, compliance. 

1 Introduction 

Starting with the motivation for the topic, this section presents the contributions, related work 

and the structure of this paper. 

1.1 Motivation 

Security requirements engineering (SRE) is a challenging task, requiring profound security and 

SRE method knowledge. Although numerous publications state that SRE is important, only little 

concrete and specific advice is provided, which can immediately be used in projects [1]. In 

literature on SRE it is often stated that the application of SRE methods and techniques in projects 

and the maturity of security requirements specifications is mostly poor (e.g., [2], [3]). Moreover, 

from the various methods, which have been developed for SRE, just a small number has been 

used in practice so far [3]. Two aspects contribute to the sparse use of SRE methods and the little 

number and poor quality of security requirements (SR) specifications. The first aspect is the lack 

of knowledge and skills for security and SRE (e.g., [4]), which is considered as one of the main 

challenges in security requirements engineering. If one does not understand the mindset of an 

attacker, typical threats and weaknesses, as well as available exploits, the results from SRE 

methods particularly from analysis-oriented methods, such as threat modeling or attack tree 
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development, will likely not produce the same results and quality as if a security professional 

would have been involved. The second aspect relates to the various kinds of security information 

and knowledge sources, which potentially could be used by the SRE community as Security 

Requirements Sources (SRS
1
) to support the application of SRE methods and the elicitation of 

security requirements. Elahi et al. conclude in their survey on SRE [5] that security knowledge 

sources are seldom used in practice.  

Besides these two aspects, we see the increasing number of internal and external compliance 

obligations as an important SRS to be considered as input into SRE processes and methods. In 

practice, compliance obligations are very important for organizations, since non-conformities 

can have a high negative business impact due to delays or even the refusal of the admission of a 

product or solution. However, compliance obligations are underrepresented in most of the 

published SRE processes and frameworks (e.g., [6]–[9]). Although most of them propose the use 

of certain SRE methods for requirements elicitation, they do not explicitly foresee the 

incorporation of other requirement sources, such as raw security requirements from compliance 

obligations. Only Mellado et al. [8] recommend to include legal, statutory, regulatory, and 

contractual requirements, however, they leave it open how it should be done in practice. 

Therefore, support must be provided to organizations and SRE practitioners to incorporate 

security information and knowledge as well as compliance obligations in a well structured and 

reusable way in order to mitigate the lack of security skills and knowledge and to avoid 

unnecessary efforts for identifying, understanding, and correlating applicable SRS on a project-

wise basis. 

1.2 Related Work 

First approaches for the structuring and provisioning of reusable security information and 

knowledge propose the development, use, and improvement of a requirements repository or a 

knowledge base. In SIREN [10], the requirements repository is filled with countermeasures 

taken from MAGERIT [11], which were translated into security requirements. Mellado et al. [8] 

propose to store and reuse elements from Common Criteria. Dikanski and Abeck [12] propose to 

create reusable security requirements analysis templates (SecRAT) in order to develop and use a 

knowledge base, offering various relevant information, such as security standards, technologies, 

security models, principles, and policies, which can be reused for security requirements 

engineering. To the best of our knowledge, no model or framework exists, which combines 

compliance obligations, security information and knowledge sources, as well as results and 

artifacts from SRE methods in order to support the SRE activities and overcome the challenges 

as mentioned in the motivation section. 

1.3 Contributions 

With our research activities, we focus on the various types of security requirements sources, 

particularly on their categorization and structuring in order to provide them in a reusable form to 

practitioners. It is our goal to address the abovementioned problems by supporting organizations 

with the identification and structuring of relevant security requirements sources and, based on 

this, the creation of an organization-specific SRS repository, which fulfills the particular needs of 

an organization. The repository is intended to aid requirements engineers and development teams 

during the elicitation and analysis of security requirements by providing SRS in a reusable form 

and making the relation between the various SRS understandable and traceable.  

To reach this goal, we put our research effort on the following aspects: 

 Identification, structuring, and specification of a consistent classification for the most 

important SRS. 
                                                           

1 We use the acronym SRS for singular as well as for plural throughout the paper. 
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 Development of a generic model, which can be used for structuring and reusing relevant 

SRS. 

 Specification of criteria and a structured approach how to instantiate the generic model 

for a given scenario in order to create an organization-specific SRS repository. 

1.4 Outline 

The paper is structured as follows: Section 2 gives an overview and categorization of reusable 

security requirements sources, followed by the introduction of our generic model in Section 3. 

An overview about the industrial evaluation scenario and instantiation approach is presented in 

Section 4. A description of helpful views and benefits of the instantiated SRS repository is given 

in Section 5. Finally, we present a short summary and sketch limitation of our model and the 

evaluation scenario in Section 6. 

2 Security Requirements Sources  

To come to a categorization of reusable, security-specific security requirements sources to be 

considered in our model, we reviewed SRE literature and guides for requirements specification 

(e.g., [13]–[15]) regarding requirements sources with relevance for security and combined them 

with the common security engineering approach
2
 as depicted in Figure 1.  

 

 
  

Figure 1. Security Engineering (based on [16]) 
 

The resulting extended view on the security engineering principle is depicted in Figure 2, 

showing the reusable categories of SRS as orange boxes.
3

 The SRS categories security 

information and knowledge and SRE methods are used to identify what must not happen (i.e., 

threats, weaknesses, and vulnerabilities) in order to protect the confidentiality, integrity and 

availability of valuable assets and services. Compliance obligations
4
, as the third SRS category, 

impose raw requirements, which may need to be incorporated and analyzed together with the 

identified threats, weaknesses, and vulnerabilities when specifying security requirements. 

 

 

                                                           
2 In this approach, security requirements are derived from threats and risks. The resulting requirements are used to design suitable 

security measures in order to fulfill security requirements and to counter the identified threats. 
3 Please note that from a security perspective there are many more potential security requirements sources (e.g., criticality of 

information, product or system, intended operational environment, domain aspects, market influences etc.). Unfortunately, 

they cannot be provided in a reusable fashion. For instance, market influences might have an influence also on the security 

(e.g., as an unique selling proposition), but they are very project-specific and must be addressed by the overall requirements 

engineering process since they are not only specific to or primarily motivated by security. More detailed information about 

source categories e.g., structure, examples, and interrelation between SRS can be found in [17]. 
4 In literature, compliance obligations are also referred to as organizational standards and external regulations [13] or constraints 

and influences from the environment (e.g., political influence, market influence, or standards and technical policies) [15]. 

Threats and Risks

Security Requirements

Security Measures
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Figure 2. Extended Security Engineering 

 

In the following, we briefly introduce all three SRS categories as the basis for description of 

our SRS model in Section 3. 

2.1 Security Information and Knowledge Sources 

Security information and knowledge is very multifaceted. We differentiate this source category 

in diagnostic and prescriptive information and knowledge, inspired by the knowledge base 

structure proposed by Barnum and McGraw [18]. 

 

2.1.1 Diagnostic Security Information and Knowledge Sources 

Diagnostic security information and knowledge addresses the problem space by means of ‘the 

bad things that might happen’. In other words, diagnostic security information and knowledge 

describes what needs to be avoided and should be addressed by security requirements as the 

basis for the design of security measures.  

Examples of diagnostic information and knowledge sources are: 

 Security threats: e.g., provided as lists of (mostly generic) threats in risk assessment 

guides [19], risk analysis methods [20] and risk management standards [21] 

 Security weaknesses and vulnerabilities: e.g., provided in online catalogues or 

community developed dictionaries such as the Common Weakness Enumeration [22] and 

the Common Vulnerabilities and Exposures [23] 

 Attack patterns: e.g., [24] and  [25] 

 Knowledge about exploits and hacker tools, meaning the knowledge about exploitable 

vulnerabilities, and corresponding exploitation tools  

Hence, diagnostic security information and knowledge can either directly provide threats, 

weaknesses, and vulnerabilities as input (e.g., in the form of structured lists) to the SRE process, 

or provide attack patterns or knowledge about exploits and hacker tools, which might be used by 

an attacker to exploit potentially existing threats, weaknesses, or vulnerabilities. 
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2.1.2 Prescriptive Security Information and Knowledge Sources 

Prescriptive security information and knowledge sources provide statements of practice about 

what to do, when building secure products and solutions. Prescriptive security information and 

knowledge ranges from high-level security principles (e.g., least privilege principle), over to 

guidelines for various security topics, up to rather concrete security controls and specific security 

design patterns. It can be assigned in many cases to the solution space, since it mostly prescribes 

the what (and sometimes also the how) in contrast to the why (as it is the case with diagnostic 

information and knowledge sources). Therefore, prescriptive security information and 

knowledge is typically also input for the design phase in a development lifecycle and not 

necessarily a primary source for the SRE process. The reason why we nevertheless reference the 

prescriptive security information and knowledge as input for SRE is due to the perception. 

Existing architectures may partially or fully influence the way how problems are structured. It 

may be useful or necessary to reverse engineer problems, for which a known solution exists from 

existing architectural designs [26], [27]. Specification and implementation are often intertwined 

in practice, since limitations of implementation technology may demand a specification change 

or implementation choices require the augmentation of the original specification [28]. This 

perception was adapted in the context of requirements and architecture in the twin peaks model 

[27], a simplified version of the spiral model. As further explained in Section 3.4, the model 

foresees a concurrent, spiral development processes in which requirements engineers and system 

architects work concurrently and iteratively increase the level of detail of both, the requirements 

specification and the architecture design. It is a distinct, but yet intertwined, activity of 

requirements engineering and architectural design. Therefore prescriptive information and 

knowledge may put a valuable input for the security requirements engineering process.  

Here are the examples of prescriptive information and knowledge sources: 

 Security principles [29], [30] 

 Security guidelines [31] 

 Security (design) patterns [32] 

 Security control lists [33], [34] 

2.1.3 Dependency between Diagnostic and Prescriptive Security Information and 

Knowledge Sources 

Diagnostic and prescriptive information and knowledge sources have a strong relation, since 

diagnostic information and knowledge provides the basis for understanding and motivating 

application of prescriptive information and knowledge. Unfortunately, they are seldom provided 

together in a stringent and comprehensible fashion. Therefore the reason or motivation for 

application of prescriptive information and knowledge sources (i.e., the underlying threats, 

weaknesses, or vulnerabilities) is often not understandable for the user community. 

2.2 Compliance Obligations 

For enterprise systems as well as products and solutions, there are various potentially applicable 

compliance obligations, which need to be fulfilled. External compliance obligations represent 

legally binding or contractually agreed requirements (i.e., any law, statutory, regulatory, or 

contractual obligations), which must be identified and, if relevant, incorporated into the 

requirements engineering process. Examples range from regional and country-specific 

legislations (e.g., data privacy laws) to domain-specific obligations (such as HIPAA
5
 and FDA

6
 

Part 11 for the healthcare sector). Besides external compliance obligations, often also company- 

                                                           
5  Health Insurance Portability and Accountability Act 
6  Food and Drug Administration 
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or organization-internal compliance obligations have to be followed, such as information and IT 

security policies, standards, and guidelines. Depending on the respective laws, policies, 

standards, etc., various requirements engineering aspects can vary strongly (e.g., used 

terminology and extent and how the ‘raw requirements’ are specified). For instance, raw 

requirements, which need to be fulfilled, are named differently: ‘security controls’ [35], [36]; 

‘Security Functional Requirements (SFRs) and Security Assurance Requirements (SARs)’ [37]; 

or ‘Foundational Requirements’ (FRs) [38]. Some of them provide rather high-level goals and 

security principles, while others primarily address the solution space (as it is typically the case 

with security controls). Furthermore, they address and partially also mix different scope areas, 

such as software, a system in its technical environment, or even organizational issues. 

Nevertheless, the raw requirements need to be initially identified, analyzed, and verified as part 

of SRE process. 

2.3 SRE Methods 

Various methods and approaches are mentioned and referenced in literature in the context of 

SRE. An overview and comparison of SRE methods can be found in [39] and [40]. Many of 

them are designed to analyze the problem space in systematic ways in order to identify threats, 

weaknesses, vulnerabilities, and attacks. The results are intended to be used as the basis for the 

specification of security requirements. Prominent methods and techniques (amongst others) are 

abuse cases [41], misuse cases [42], and attack trees [43]. Other frequently mentioned methods 

in the context of SRE are intended to improve the capabilities for modeling security 

requirements or security-specific information. Secure TROPOS [44] as extension of the i* 

modeling language is one example of such methods. Furthermore, two extensions of UML, 

namely UMLSec [45] and Secure UML [46] were introduced as a possible way to improve the 

integration of security-specific information into UML.7 Some of the analysis-oriented methods 

utilized for SRE can also be applied for security architecture reviews, since the goal to reveal 

threats, weaknesses, and vulnerabilities remains the same for both. However, there is a difference 

regarding the level of detail, in which the methods are applied and the software or systems are 

analyzed. The methods analyzing abuse and misuse cases can be applied in early stages of the 

development project, since they are developed on the basis of use cases and therefore do not 

require detailed knowledge about the architecture and design. In contrast, methods used for 

security architecture and design reviews require and benefit from a certain level of detail about 

the architecture and design as well as knowledge about the intended operational environment. 

Examples of such methods are attack trees and methods for threat modeling such as STRIDE 

[47].  

2.4 SRS View on Twin Peaks Model 

Typically, SRE can only be completed in very exceptional small cases before the architecture 

and design phase starts. A ‘big-bang’ approach, in which all security constraints and influences 

can be considered and specified beforehand will seldom work in practice (see also [48]), since 

typically not all constraints and influences can be clarified in advance or they may change during 

the systems development. Furthermore, design decisions made on the basis of the initial set of 

security requirements and trust assumptions may introduce new influences and constraints such 

as threats and weaknesses. This might, in turn, result in the demand for additional security 

analysis and new requirements. Thus, SRE activities should not be performed sequentially in a 

single phase within the development lifecycle. Instead (security) requirements engineering and 

                                                           
7  Please note that we limit our examples here on analysis and modeling-oriented approaches for the sake of readability and 

compactness. Besides these methods, also reuse-oriented approaches and methods emphasizing trust assumptions are 

available.  
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architecture design should be woven together in an incremental approach. To visualize and 

explain such an incremental approach for security, we use and extend the twin peaks model [49], 

which is shown in Figure 3. In this approach, security requirements and architectural 

specifications are developed concurrently after the initial set of security requirements has been 

identified. We furthermore use the model to assign different types of SRS to the respective 

peaks. 

 

 
 

Figure 3. SRS in the twin peaks model 

3 Model for Structuring and Reusing Security Requirements Sources 

For structuring and reusing SRS, we developed a generic model, which can be used as a 

blueprint for the instantiation of an organization-specific SRS repository. 

3.1 Desired Model Capabilities 

The following desired capabilities for an SRS repository were derived from user stories, which 

were elaborated in the team of security experts and representatives from software and system 

development teams: 

 Scope. The model shall be useable for software security requirements and also 

incorporate the system level as well as technical, physical, and organizational aspects. 

 Flexibility. The model shall be flexible enough to structure (most of) the relevant SRS. 

 Relations between SRS. The relationships between different kinds of security 

information and knowledge sources (e.g., diagnostic vs. prescriptive) shall be 

understandable. 

 Reuse. The reuse of information and knowledge shall be incorporated to increase the 

efficiency of SRE and ensure the quality of security requirements. 

 Quality and Baseline Security. It shall be possible to verify the quality and 

completeness of security requirements by means of ‘baseline security’8 covering the most 

prevalent aspects of the problem space. 

                                                           
8  With ‘baseline security’ we mean covering at least a predetermined set of typical threats, weaknesses, and vulnerabilities that 

should be addressed through security requirements. 
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3.2 SRS Model 

Figure 4 shows the proposed model. It was our intention to develop the structure, which is as 

stable as possible and in which the relevant SRS can be structured and provided to development 

teams for specification of security requirements. 

 

 
Figure 4. SRS Model 

 

Security requirements scope areas and security topics are the two main structure elements of 

the model: 

 The scope area determines the work to be accomplished, the problem space to be 

analyzed, and the topics to be covered when developing security requirements. The scope 

area consists of several security topics, for which topic-specific requirement sources are 

provided and analyzed. The examples of scope areas are ‘software’ or ‘system’. 

 The security topic consolidates relevant elements from SRS that support the analysis of 

the problem space and necessitate the specification of security requirements. It therefore 

inherits topic-specific SRS elements from the source categories diagnostic and 

prescriptive security information and knowledge, results and artifacts from SRE methods, 

as well as raw requirements from compliance obligations.9,10  

To give an example for the proposed generic model, we use the security topic ‘User 

Authentication’ in the scope area ‘Software’ to which the following exemplary SRS are 

assigned:  

 Scope area: Software 

 Security topic: User Authentication 

 Diagnostic security information and knowledge (provided as reusable information in 

the security requirements repository): 

- Threats (from threat lists) related to user authentication 

- Common authentication weaknesses (e.g., provided in CWE [22]) 
                                                           

9  The current model does only foresee one hierarchy level of security topics per scope area. Nevertheless, also parent-child 

relations between security topics are possible, e.g., for security topic “password security” as a child of “user authentication”. 

For brevity and simplicity we omit the hierarchical structure of security topics in this paper. 
10  A more detailed overview of mutual implications between the scope areas and security topics is provided in [50]. 
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 Prescriptive security information and knowledge (provided as reusable information in 

the security requirements repository): 

- Design pattern for username and password-based authentication 

- Design pattern for certificate-based user authentication 

- Design principles for user authentication (e.g., user authentication should be 

implemented on server-side and not on the client-side) 

 Compliance obligations. Raw requirements relevant for User Authentication derived 

from: 

- Company Information Security policy on ‘password security’ 

- Company Information Security policy on ‘secure access to IT systems’ 

- Data privacy law / data privacy controls 

- Customer requirements on user authentication 

 Results and artifacts from SRE methods: 

- Generic system overview of the software to be developed (including description 

of assets and provided functionality) 

- Misuse case(s) (e.g., developed along with use cases incorporating user 

authentication) 

- Relevant user authentication threats and risks identified via a threat and risk 

analysis 

Figure 5 shows an entity relationship diagram of the proposed model.11   

 

 
Figure 5. SRS Entity Relationship Model (ERM) 

 

The general relationships between the SRS (i.e., SecReqSource subclasses) can be changed or 

refined if required, e.g., if more fine-grained relationships between different SRS need to be 

modeled or to ensure that the terminology is in line with the security ontology used in an 

organization.12  For our purpose, the defined SRS subclasses and their relations are fine grained 

enough, since they are capable to reflect the general dependencies between the defined SRS 

categories.13 

4 Evaluation 

In this section we present the evaluation scenario, as well as the proposed instantiation approach 

to create an organization-specific SRS repository.   

                                                           
11 For brevity reasons we omit most of the entity attributes. 
12  A literature survey of different security requirements ontologies is given in [51]. 
13  Please note that additionally also relationships between SRS in a SRS category may be possible, e.g., if a threat can be 

assigned to a related weakness, or if raw requirements are similar and relate to other raw requirements derived from 

compliance obligations. 
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4.1 Evaluation Scenario and Scope 

An organization-specific SRS repository must primarily fit to the needs of a particular 

organization. A one-fits-all structure of scope areas and security topics is not feasible due to 

varying SRS to be considered, differing businesses and use cases to be supported, as well as 

varying motivations for SRE. We chose the following industrial evaluation scenario to validate 

the applicability of the model by instantiating a relatively universal structure of scope areas and 

security topics, which we hope may also serve as a good starting point for other organizations: 
 

 Instantiation criteria and SRS to be considered. The evaluation scenario is based on 

the instantiation criteria and SRS from a big engineering company. To gain a high 

significance and broadness of our evaluation, we selected SRS from three different 

corporate departments, namely, information security, product and solution security, and 

data privacy departments. Moreover, we extended the obtained list of SRS with 

additional SRS from external repositories. In total, we had to structure over 500 

elements
14

 from eight different SRS, covering at least one representative per SRS 

category, as depicted in Table 1. Due to this broad basis, different technical, physical, and 

organizational security aspects in different scope areas had to be structured and their 

relationships established. 

 
Table 1. Scenario-specific SRS 

 
SRS Category SR Source  

Diagnostic security information and 
knowledge sources 

Corporate threat lists / questionnaires 

Selected weaknesses from CWE [22] 

Deliberate threats from ISO/IEC 27005 [21] 

Prescriptive security information and 
knowledge sources 

Corporate product security guidelines 

Corporate guideline for secure software development 

Compliance obligations Corporate information security control framework 

Corporate data privacy controls 

Results from SRE methods Results from three selected threat and risk analysis workshops 

 

 Business and use cases to be supported. Based on the incorporated SRS, in our 

scenario, we support the classical enterprise information security business (i.e., corporate 

information, applications, and infrastructure), as well as departments developing products 

and solutions. 

 Motivation and drivers for security and SRE. In our scenario the primary motivation 

for the instantiation of the model is to create a repository, which can be used for 

information security as well as product and solution security aspects. Thus, the resulting 

structure needs to be universal enough to fit the different SRS and the purposes of various 

organizational units.
15

 

4.2 Instantiation Approach 

Using the generic model (as presented in Section 3.2) and the SRS from the evaluation scenario 

(see Section 4.1), we applied the following steps to instantiate the model and to create the SRS 

repository (Figure 6).  

                                                           
14  With SRS element we mean one element of a security requirement source, e.g., a single threat from a threat list or a raw 

requirement from a compliance obligation. 
15  Conversely, this means that the instantiated model is not structured according to a particular compliance standard (e.g., the 

company-wide information security control framework) or is specifically customized for a certain target group such as 

software or system architects. 
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Figure 6. Instantiation approach 

Step 1: Determination of scope areas 

Concerning the evaluations scenario presented in Section 4.1, we distinguish between three 

scope areas software, system in technical environment, and system in organizational 

environment.16 These three scope areas ensure that the model is useable for the software and 

system level as well as it refers to the aspects in the organizational environment. Thus, it is 

ensured that scope areas can be mapped to typical security aspects and responsibilities in the 

classical enterprise IT and also to typical product and solution businesses in organizations. 

Another advantage is that, if desired, organizational and process-related aspects can be treated 

separately from technical and physical aspects, which are often mixed up in security standards 

(e.g., [52]). 

Step 2: Determination of security topics per scope area 

To determine a suitable structure of security topics for three scope areas in the scenario, we 

use the following approach.17   

a. Development of a generic structure blueprint. First, we chose a set of widely 

accepted IT and information security knowledge sources [22], [31], [34], [52], 

analyzed their structure and covered security aspects, and mapped it to the three above-

mentioned scope areas. Thereby we identified common and recurring terminologies for 

                                                           
16  A potential fourth scope area is development environment, which addresses all aspects required for securely developing a 

product or solution (e.g., system planning and acceptance, compliance). However, in this paper we focus on the development 

of secure software and systems and therefore omit aspects related to this scope area on purpose. More details on the 

characteristics and implications between them can be found in [50].  
17  Please note that this approach might need to be adapted for other scenarios and instantiation criteria, e.g., if compliance to a 

particular standard is the primary driver for SRE or structures of established and accepted SRS should be retained. 
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security topics. The resulting structure served as a draft structure of security topics per 

scope area, which can be used for the mapping of the SRS in the scope. 

b. Development of a scenario-specific structure. As the second sub-step, we parsed 

through the elements of the SRS in the scenario. We primarily focused on prescriptive 

information and knowledge sources as well as compliance obligations, since they 

mostly already provide a consistent and ‘security-topic-alike’ structure. We mapped 

and assigned them to the structure developed in sub-step a. If an element did not fit at 

all into the existing structure, we noted it down separately for later analysis. Elements, 

which could not be uniquely assigned to a single security topic, e.g., because of their 

generic nature, were assigned multiple times. Thereby, we were able to derive the 

structure of security topics per scope areas and to assign most of the SRS elements.  

c. Troubleshooting. As the third sub-step, we analyzed the SRS elements (from sub-step 

b), which did not fit into the existing structure and either reorganized the structure or 

created an additional security topic. 

d. Quality assurance. To come to a consistent and acceptable structure, we did several 

iterations of revisions, resulting in the structure of scope areas and security topics 

shown in Figure 7. 

 

 
 

Figure 7. Scope areas and security topics overview 

Step 3: Assignment of SRS elements to security topics 

As the next step we parsed through the elements of all SRS in our scenario and assigned them 

to the determined security topics per scope area, as derived in Step 2 (multiple assignments 

possible). Figure 8 shows one example for the assignment of an element from SRS ‘Selected 

weaknesses from CWE [22]’ to the concerned scope areas and security topics. 

  

Software

• User authentication

• Component to component 

authentication

• Session management

• Authorization

• SW audit, logging and monitoring

• SW data at rest

• SW data in motion

• SW update capabilities

• SW cryptography and key 
management capabilities

• Input validation and output 
sanitization

• Software security documentation

• Secure software best practices and 

paradigms

System in Technical 

Environment

• System access control (generic)

• System audit, logging and monitoring

• System data at rest

• System data in motion

• Secure configuration and hardening

• Client security

• Server security

• System architecture security

• Physical security

• Network security

• Protection against malware

• System update and patching 
capabilities

• Backup and restore

• System cryptography and key 

management capabilities

• System security documentation

System in Organizational 

Environment

• Asset management

• Information classification and 

handling

• User and privilege management

• Change management

• Vulnerability and patch management

• Certificate and key management

• Monitoring and logging

• Incident management

• IT Service Continuity Management  
(ITSCM) / Business Continuity 

Management (BCM)

• Provider and service level 

management

• Operations and maintenance 
documentation

• Organization of information security 
(internal and third party)

• Personnel / HR security (HR)

• Awareness and Training

• System access control (generic)

• System audit, logging and monitoring

• System data at rest

• System data in motion

• Secure configuration and hardening

• Client security

• Server security

• System architecture security

• Physical security

• Network security

• Protection against malware

• System update and patching 
capabilities

• Backup and restore

• System cryptography and key 

management capabilities

• System security documentation
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SRS Content Assigned Scope Areas 

Weakness ID 
(#35) 

Assigned 
Guideline Topic 

Description Summary Software System in 
TE 

System in 
OE 

CWE-759: Use 
of a One-Way 

Hash without a 
Salt 

Insecure 
Password 
Storage 

The software uses a one-way 
cryptographic hash against an input 

that should not be reversible such as a 
password, but the software does not 
also use a salt as a part of the input. 

# User 
authentication 

# SW 
cryptography and 
key management 

# Access 
control 

# System 
data at rest 

 

 

Figure 8. Example: assignment of CWE element to scope areas and security topics 

 

The scope areas and security topics were assigned to SRS element ‘CWE-759: Use of One-

Way Hash without salt’
18

 because of the following rationales:
 
 

 Software. Security topics ‘user authentication’ and ‘SW cryptography and key 

management’.  

Rationale: The use of a one-way hash without salt is a weakness, which primarily belongs 

to the security topic ‘User authentication’. Since the weakness is introduced by a 

weakness in a hashing algorithm, it is furthermore assigned to security topic ‘SW 

cryptography and key management’. 

 System in Technical Environment. ‘Access control’ and ‘System data at rest’. 

Rationale: Hashed passwords are stored somewhere on the system-level, e.g., in files of 

the operating system or somewhere in the database. Therefore, this weakness also relates 

to the security topic ‘access control’ and ‘system data at rest’, since password has to be 

secured against unauthorized access and security of data at rest (in this case – passwords) 

must be ensured.  

Step 4: Establishing the relationships between SRS elements 

Once a suitable structure of scope areas and security topics is created and the respective SRS 

elements are assigned to security topics, the relationships between the various SRS elements 

must be established. Thereby, the relationships between the different kinds of SRS become 

understandable and traceable. In practice this means that for each element from the SRS it needs 

to be analyzed and documented to which other SRS elements it is related. Thus all relevant 

relationships between the security requirements source elements are identified and documented 

as marked in orange color in Figure 9. 

 
Figure 9. SRS relationships in ERM 

 
                                                           
18

 Background information on password storage and hashing: Software providing a username and a password-based 

authentication scheme typically does not store user passwords in plaintext, but do it in the form of a cryptographic hash value of 

the password. This is done to ensure that passwords are not available in plaintext and cannot be reversed if the password table 

was disclosed to an attacker. To enhance the security of hashed passwords, an additional random value (i.e., salt) should be added 

to the computation of a hash-value, in order to complicate so-called dictionary attack techniques. 
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Figure 10 shows the documented relationships from SRS element CWE-759 to all other 

relevant SRS elements with a relationship to this weakness in the instantiated repository. The 

example shows that the weakness motivates several elements from the SRS ‘Corporate product 

security guidelines’ and ‘Corporate guideline for secure software development’. Furthermore, 

the weakness can be used to explain the reason for the implementation of proper access control 

and authentication mechanisms as a part of SRS ‘Corporate information security control 

framework’ and the implementation of a state-of-the-art password-based authentication 

mechanism as part of SRS ‘Data privacy controls’. 

 
SRS Content SRS References 

Weakness ID 
(#35) 

Assigned 
Guideline 

Topic 

Description 
Summary 

Corporate product security 
guidelines 

Corporate 
guideline for 

secure 
software 

development 

Corporate 
information 

security 
control 

framework 

Data privacy 
controls 

CWE-759: 
Use of a 
One-Way 

Hash without 
a Salt 

Insecure 
Password 
Storage 

The software uses 
a one-way 

cryptographic hash 
against an input 

that should not be 
reversible such as 

a password, but the 
software does not 

also use a salt as a 
part of the input. 

# A-UA-001-C002: 
Consider using strong 

authentication 
mechanisms (two factor / 

multifactor) instead of 
username- / password-
based mechanisms… 
# A-UA-007-D001: Do 

store passwords only on 
the server, but not on the 

client. 
# A-UA-007-D002: Do 
keep the passwords 

persisted only in a secure 
way, e.g., … 

# SSD-37: Do 
not rely on the 
secrecy of key 

material or 
passwords in 

the client. 
# SSD-43: 
Require 
server 

authentication, 
if possible. 

# 402001 – 
Access 
Control 

(general) 
# 402002-02- 
Authentication 

# P9: 
Password-

based 
authentication 
shall be state-

of-the-art. 

 

Figure 10. Example: Relationships between SRS Elements 

5 Views and Benefits of the SRS Repository 

Different views on the created SRS repository support the elicitation of security requirements. 

5.1 Security Topic View 

The security topic view shows all SRS elements, which are related to a security topic. Through 

this view all SRS elements from all incorporated SRS, which were related to this certain security 

topic, can be queried. For instance, the security topic view on user authentication in the scenario 

provides 9 threats from the corporate threat lists / questionnaires, 5 elements from the selected 

CWE [22], 4 deliberate threats from ISO/IEC 27005 [21], 38 recommendations from the product 

security guidelines, 7 recommendations from the corporate guideline for secure software 

development, 3 compliance obligations from the corporate information security control 

framework, and 6 data privacy controls grouped according to their security requirements source 

categories and SRS. 

Several benefits arise from this view for practitioners as it helps to: 

 Understand the problem space for a security topic and thus the motivation for utilizing 

related prescriptive information and knowledge as well as compliance obligations. 

 Use the information about typical threats and weaknesses during the application of SRE 

methods.  

 Consider existing recommendations and best practices when analyzing a security topic 

and aligning with software or system (security) architects viewpoints. 

 Identify identical or similar raw requirements from different compliance obligations to 

increase the efficiency of fulfilling these requirements. 
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 Incorporate results from former applications of SRE methods to avoid recurring security 

problems. 

5.2 SRS Element View 

The SRS view shows all SRS elements, which have a relationship to a single SRS element. For 

instance, for an element from a compliance obligation all related diagnostic and prescriptive 

information and knowledge sources as well as results from SRE methods are provided, which 

help to understand and address the control. Thereby the following benefits arise: 

 Possibility to view all relevant prescriptive information and knowledge sources as well as 

compliance obligations, for a diagnostic SRS element. This describes the motivation for 

application of prescriptive information and knowledge and helps to derive raw 

requirements from compliance obligations. 

 Possibility to view all related diagnostic information and knowledge sources, as well as 

or a compliance obligations, for a prescriptive SRS element. This supports the mitigation 

of threats, weaknesses, and vulnerabilities and, moreover, helps to properly address raw 

requirements stemming from compliance obligations. 

 Possibility to view all related diagnostic and prescriptive information and knowledge 

sources, which help to analyze and address a raw requirement or control from a 

compliance obligation. 

 Possibility to view, which diagnostic information and knowledge sources are 

incorporated in SRE method result (e.g., an identified weakness from a threat and risk 

analysis). 

5.3 SRS Coverage Views 

Through the creation of relations between security requirements and incorporated SRS, a view 

showing the coverage of SRS can be created. As a prerequisite, for each specified security 

requirement, the relationships to the incorporated SRS elements, which are addressed by the 

requirement, must be documented. For instance, it must be documented, which raw requirements 

stem from compliance obligations or which threats are addressed by specified requirements. 

Inversely, these relationships enable to verify, which SRS are already addressed, e.g., by creating 

a query that shows all threats or weaknesses, for which there are no specified security 

requirements. 

6 Summary and Limitations 

6.1 Summary 

We described the model for structuring and reusing security requirement sources, evaluated it in 

a comprehensive real-world industrial scenario, and showed that proposed model can be used for 

a variety of different SRS. The instantiation of the model in the described scenario showed that it 

is capable to fulfill the desired model capabilities. In particular, the following aspects contribute 

to the fulfillment of the desired model capabilities: 

 Scope: We were able to define and successfully instantiate the structure of different 

scope areas incorporating relevant security topics in software, the system in its technical 

environment, and the system in its organizational environment.  
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 Flexibility: Using the proposed instantiation approach, we developed the structure of 

security topics for three defined scope areas, which was capable and therefore flexible 

enough to structure the SRS elements in the evaluation scenario.
19

 

 Relations between SRS: Based on Step 4 in the instantiation approach, we identified and 

documented not only the relationships between different kinds of security information 

and knowledge sources, but also established the relationships between all elements from 

all SRS in the scope. 

 Reuse: In general, the reuse of information and knowledge is reached through a proper 

instantiation of the model and the resulting SRS repository. Furthermore the development 

and provisioning of views on the instantiated model enables to query for the desired 

information for a variety of different purposes. Thereby, a comprehensive and consistent 

set of SRS is provided to practitioners, without requiring any additional effort for 

identifying, comparing and consolidating different SRS, which might support the 

elicitation of security requirements. 

 Quality and Baseline Security: The desired model capability concerning the minimum 

quality and baseline security is supported by using the set of mandatory SRS (e.g., the 

most relevant threats, weaknesses, vulnerabilities, and attacks) when instantiating the 

model. Thereby, these SRS become part of the resulting SRS repository, which ensures 

that the most prevalent aspects of the problem space can be considered when eliciting 

security requirements. Using the SRS coverage views (see section 5.3), it can be verified, 

which of the SRS are already incorporated in the specified set of security requirements.
20

  

6.2 Limitations 

We see the following limitations related to the presented model and evaluation scenario:  

 Support for security requirements elicitation: The proposed model is intended to 

complement existing SRE and security engineering processes and approaches by 

structuring and reusing SRS to support the elicitation of security requirements. 

Nevertheless, the undoubted standard activities in SRE processes (e.g., [6]), such as the 

specification of security objectives and identification and description of valuable assets to 

be protected should, of course, be done in addition, since they are also required for later 

SRE phases such as specification of system-specific security requirements. We therefore 

recommend to embed the organization-specific SRS repository into the organization-

specific (S)RE process and align it with existing practices and ontologies.  

 Orientation of the model in the ‘SRE world’: There is no common agreement, what a 

security requirement is [53] that results in various, partially contradicting, definitions for 

security requirements and thus also different security requirement specifications. Existing 

approaches do not agree whether the requirements should be limited to high-level 

security goals or have to be detailed to security measures [1]. This induces uncertainty 

among requirements engineering practitioners about the good practice in security 

requirements engineering. Although the proposed model of scope areas and security 

topics is generic and thus might be useable for different levels of granularity, we intended 

to design a security engineering focused SRE model in which the elicitation of security 

requirements is necessitated rather by concrete SRS than by high-level objectives. 

Therefore, the model and also presented evaluation scenario can be placed at the 

concrete, more functional, side of SRE. Moreover, we see the strengths of the model 

particularly in the context of an incremental development approaches (as depicted in 

                                                           
19 The only SRS elements, which we did not consider in the instantiation, were overly generic and therefore left out. See also 

section 6.2 for limitations. 
20 Please note, that this property cannot be reached by the model alone, but also requires a predefined set of minimum SRS 

elements to be considered. 
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Section 3.4). It was not investigated so far, whether or not the model is usable in the 

setting, where only high-level security goals or security core principles (e.g., 

confidentiality, integrity, and availability) are used as model structure elements.  

 The level of detail of scenario-specific SRS must not deviate too much: During the 

evaluation of the model, we experienced that the mapping of SRS, which differed 

significantly in their level of granularity, was very challenging and caused many 

unhelpful references. Particularly, the mapping related to diagnostic information and 

knowledge sources, may not always make sense or may finally result in extra effort for 

customizing either the SRS or the developed structure. Thus, the usability and final 

output depend on the incorporated SRS, particularly on their level of detail and the scope 

they address. We therefore recommend to carefully select SRS from external sources, 

which are not mandatory, in order to avoid a huge discrepancy of sources. For instance, 

the list of high-level threats from the information security risks management framework 

is not helpful SRS for the SRS repository to be primarily used for software security 

requirements elicitation. 
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